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Third Party Risk Management (TPRM) has been and will continue to be an increasing area of 
focus for the financial industry, with growing regulatory focus on efforts to strengthen third- 
party resilience at industry level.

One of the most significant TPRM regulations for the UK financial industry is the Prudential Regulatory Authority’s (PRA) 
Third Party and Outsourcing (SS2/21) Supervisory Statement (SS). It was published on 29 March 2021 with a compliance 
date set to 31 March 2022 and outlines a comprehensive set of resilience expectations for the industry. It was published 
in conjunction with new standards (SS1/21) for Operational Resilience, with the intent to embed SS2/21 as one of the 
core pillars for Operational Resilience.

Impacted financial institutions (FIs) experienced varying levels of challenges on their journey to compliance. Although 
some tactical means were adopted to cross the finish line by 31 March 2022, a front to back review and upliftment of the 
existing TPRM operating model became evident in order to maintain compliance. Another interesting but not surprising 
observation was the importance of better collaboration amongst all participants in the TPRM ecosystem – a) service 
providers, b) recipient FIs and c) regulators.

This paper has four sections:

1. Section 1: Overview of SS2/21 requirements

2. Section 2: Impact on the financial industry

3. Section 3: The journey to compliance

4. Section 4: Key considerations for FIs
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SECTION 1: OVERVIEW OF 
SS2/21 REQUIREMENTS
In the last decade, the financial industry has significantly scaled up its reliance on third 
parties, primarily driven by the fast-paced adoption of cloud computing services, and the 
emergence of fintechs. The TPRM regulatory landscape has consequently gained momentum 
to support this growing pace and to ensure industry level resiliency.

The PRA SS2/21 requirements are comprised of several key themes (as shown in Figure 1). 

Figure 1.  SS2/21 Themes
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Table 1. SS2/21 Themes and requirement summary 

THEME REQUIREMENT SUMMARY

Materiality Assessment Assess materiality for all third-party arrangements, based on specific criteria, prior to 
commencement of service. 

Written Agreement Written agreements for material services must include specific provisions, including 
information and audit access rights.

Sub-outsourcing Identify and manage complex subcontractor chains.

Concentration Risk Identify and manage concentration risk. 

Business Continuity 
Plan (BCP)

Develop, implement, maintain and test BCPs for material arrangements with the ability 
to deliver important business services (IBS) in line with impact tolerances in the event of 
disruption.

Exit Document and maintain an exit strategy to provide a last resort risk mitigation strategy 
in the event of disruption that cannot be managed through other business continuity 
measures. The exit strategy must cover planned and stressed exit scenarios. 

Outsourcing Register Maintain a register of outsourced arrangements. 

Audit Exercise audit rights (as required) including consideration for onsite audits.

Data Manage data risks for material arrangements.

PRA Notification Notify the PRA Supervisory Team when 1) arrangements are deemed as material, 2) service 
provider unable or unwilling to contractually facilitate a firm’s compliance with regulatory 
obligations 3) alternate means to assurance is considered.
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SECTION 2: IMPACT 
ON THE FINANCIAL 
INDUSTRY
The PRA SS2/21 publication came in the midst of the ongoing implementation of the EU’s EBA 
Guidelines for Outsourcing (EBA GL) which enabled FIs to leverage their preparation for EBA 
compliance to support SS2/21 compliance, while acknowledging the key differences between 
both regulations. The most striking differentiator in SS2/21 is the paradigm shift of focus from 
outsourcing (in EBA GL) as a key driver for due diligence to materiality (in SS2/21). 

With the SS2/21 compliance date set to 31 March 2022, three months after the EBA GL compliance deadline (31 December 
2021), certain UK FIs had to balance focus and effort concurrently on the implementation of both regulatory requirements. 

UK Finance and Capco conducted a survey of UK Finance’s members in July 2021. The primary objectives of the survey 
were to 1) identify the SS2/21 themes which had the highest impact on compliance efforts and overall resilience, and 2) 
understand the compliance maturity of members at the start of their SS2/21 compliance journey. 

JULY 2021 SURVEY INSIGHTS
The survey included seven of the ten themes. A total of 22 members responded to the survey, ranging from fintechs and 
building societies to large universal banks.  

Themes with highest impact

Figure 2. Survey Findings: Themes with highest impact

• Exit Strategy and Written 
Agreement emerged as the 
top two themes with the 
highest impact, as per 54% of 
the survey respondents. 

• Business Continuity and 
Concentration Risk emerged 
as the next pair of themes 
with highest impact, as 
per 32% of the survey 
respondents.  
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Compliance maturity per theme

Figure 3. highlights the compliance maturity of members, against four levels (see footnote on page 6), as of July 2021. 

Figure 3. Compliance Maturity Summary (as of July 2021)

• Exit Strategy and Sub-outsourcing were 
the themes with the least compliance 
maturity amongst members. 32% of 
members were non-compliant with 
both themes, and at least another 50% 
partially compliant.

• Concentration Risk, Written 
Agreement and Outsourcing 
Register were the next 
set of themes with lower 
compliance maturity.

• Materiality Assessment was 
the only theme with the 
most significant amount of 
compliance maturity.
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Compliance maturity by member groups per theme 

Figure 4. Compliance Maturity per theme (as of July 2021) 

1. Fully Compliant: Members 
already have processes in 
place for the themes as 
highlighted and meet all 
the requirements.

2. Largely Compliant: 
Members have processes 
in place which meets most 
of the requirements but 
not all. 

3. Partially Compliant: 
Members have processes 
in place which meet some 
of the requirements but 
require significant changes 
to be compliant.

4. Non-Compliant: Members 

either do not have 

processes in place or 

existing process require 

complete overhaul to be 

compliant.
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SECTION 3: THE JOURNEY 
TO COMPLIANCE
Analysis from the survey highlighted that some members were already focused on enhancing 
their operating model to comply with the EBA outsourcing requirements and were partially 
compliant in some of the identified themes. However, the need for additional improvements 
to the operating model was necessary for many of the members as identified through UK 
Finance member discussions. 

The scope of compliance included meeting the minimum standard by 31 March 2022, for at least those engagements 
which were entered into a contract on or after 31 March 2021.  In addition, where possible, legacy engagements should 
also be aligned to the SS2/21 requirements by 31 March 2022 or at the earliest review. 

From the July 2021 survey (Figure 3.), it was evident that the journey to compliance still required considerable effort.  UK 
Finance and Capco conducted specific deep dive sessions on key topics as agreed with members to better understand 
those issues. 

March 2022 Survey insights

In Q1 2022 and ahead of the PRA’s 31 March 2022 compliance deadline, UK Finance and Capco conducted a follow up 
survey (concluded in March 2022) to obtain a view of the progress in compliance maturity and readiness.

32 members responded to the survey. Figure 5 (below) summarises the scope of engagements for compliance for each 
category of member firms.  The survey highlighted that most members prioritised all engagements both new ones 
entered into contract on or after 31 March 2021 and engagements which existed prior to 31 March 2021.

Figure 5.  Scope of engagements for compliance by 31 March 2022  
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• 62% (20) prioritised all 
engagements (legacy 
and new) in scope for 
remediation.

• 34% (11) prioritised 
only new and renewed 
engagements between 
31 March 2021 and 31 
March 2022.

• 4% (1) prioritised only 
new engagements 
between 31 March 
2021 and 31 March 
2022.
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Materiality assessment 

A materiality assessment for the engagements is a pivotal first step as it triggers the subsequent due diligence and as 
seen in the survey responses, the volume of engagements deemed as material and the maturity of the existing operating 
model informed the scale of effort required to meet compliance. 

The March 2022 survey highlighted that most of the mid-tier and small firms had more than 25% of their total 
engagements as material, while large firms had less than 15% of their total engagements as material. 

Figure 6.  Volume of material engagements 
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• 44% (14) have up to 
10% of the third-party 
population as material 
and in scope.

• 22% (7) have 11-15% 
of the third-party 
population as material 
and in scope.

• 6% (2) have 16-20% 
of the third- party 
population as material 
and in scope.

• 3% (1) have 21-25% 
of the third-party 
population as material 
and in scope.

• 25% (8) have more than 
25% of the third-party 
population is deemed 
material and in scope.
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External dependencies

Another key factor to achieve compliance was the cooperation from external third-party providers. Prior to SS2/21, 
external providers were involved and aware of the regulatory requirements for outsourcing engagements. However, with 
the focus on materiality (for both outsourcing and non-outsourcing) in SS2/21, the volume of non-outsourcing service 
providers in scope for compliance significantly increased and achieving full compliance significantly relied on cooperation 
from external providers.

A drawback noted by members was that some of their larger service providers were inundated with requests for 
additional information within a stringent timeframe to support compliance readiness. 

There were three key themes where reliance on external providers was inevitable:

1. BCP 
External providers to demonstrate resiliency in the material services they provide to an FI. 

2. Written Agreement 
External providers to agree to additional contractual provisions, including information and audit rights, for 
material services.

3. Sub outsourcing 
External providers to demonstrate resiliency in their supply chain for the material services they provide to an FI.

Figure 7.  Risk of non-compliance due to external provider dependency 
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• 75% (24) of the members 
expected up to 10% of 
the external vendors to 
not comply with BCP 
and/or Contracts.

• 3% (1) of the members 
expected between 11 – 
15% of external vendors 
to not comply with BCP 
and/or Contracts.

• 9% (3) of the members 
expected between 16 – 
20% of external vendors 
to not comply with BCP 
and/or Contracts.

• 3% (1) of the members 
expected between 21 – 
25% of external vendors 
to not comply with BCP 
and/or Contracts.
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Compliance readiness

Finally, it was time to understand the compliance readiness by 31 March 2022. The survey results for compliance readiness 
are highlighted in figures 8 and 9.

Figure 8. Compliance Readiness for 31 Mar 2022  
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Figure 9. Compliance Readiness Timeframe
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• 31% (10) of the members were on track for full 
compliance by 31 March 2022.

• 56% (18) of expected to be partially compliant 
by 31 March 2022, and fully compliant in Q2 and 
Q3 2022.

• 15% of the members were on track to be 
partially compliant by 31 March 2022, and fully 
compliant by 30 June 2022

• 6% of the members were on track to be fully 
compliant by July 2022

• 34% of the members expected to be fully 
compliant post July 2022
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SECTION 4: KEY 
CONSIDERATIONS FOR FIS
The third-party landscape and regulatory compliance requirements are constantly evolving, 
and at a fast pace. A list of key upcoming regulations is noted in Table 2.

Table 2.  Key Regulations

Compliance with regulatory requirements has been a primary driver for change within the financial industry and is 
likely to remain so. Compliance as a catalyst, not the end game, calls for firms to carefully consider a strategic risk and 
resilience-based approach to enhancing their existing operational environment to not simply meet compliance but for 
overall operational resilience. 

Implementing a stategic approach will not be sustainable to keep up with the plethora of regulations as it can lead to 
an increase in the level of operational risks while diminishing the return on investments (ROI) within an organisation. The 
lack of prioritisation of operating model components such as strategic technology and data architecture, fit for purpose 
organisation models (skilled resources, training), standardised processes, analytical capability and governance may also 
hinder the maturity of an FIs TPRM maturity. 

In addition to a strategic approach, the role of industry-level collaboration on third-party resilience is essential. It 
provides an opportunity for both industry and regulators to gain visibility of individual and sector wide third-party 
resilience while enabling ease in resilience assessment for both third-party providers and FS recipients. FIs, providers and 
regulators all play a pivotal role in the ecosystem (listed below). 

• Critical Third Parties Regime (BoE/FCA/PRA/HMT)

• Outsourcing Register (PRA)

• Incident Reporting (PRA)

• Digital Operational Resilience Act aka DORA (EC)

• EU Data Act (EC) 

These regulations will enable the regulators 
to gain further transparency of systemic 
concentration risk within the financial industry.

• Prioritise strategic approach 
to manage third-party risks 
effectively. 

• Consider a utility model to obtain 
standard information about 
providers centrally.

• Progress towards perpetual TPRM 
from periodic reviews (annual).

• Increase awareness about 
TPRM regulations and resiliency 
requirements.

• Implement robust supply chain 
resiliency for their supply chains.

• Collaborate with recipient FIs in 
strengthening resiliency including 
testing.

• Harmonise resiliency 
requirements globally. 

• Leverage existing regulations, 
if already meeting resiliency 
requirements, for key non-
outsourcing providers.

• Address resiliency gaps in 
regulatory requirements for key 
non-outsourcing providers.

RegulatorsProvidersRecipient FIs
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CONCLUSION
Third-party resilience is an important element for recipient FIs, regulators and providers. 

It enables:

• the recipient FIs to be nimble in adapting to changing customer needs and optimising value to customers

• the regulators to manage systemic risks

• the providers to continue to provide services and support the compliance needs of recipient FIs 

Therefore, it is prudent for each party to review and amend (as appropriate) existing operating models and increase the 
collaboration to drive industry level third party resiliency. 
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This report is intended to provide general information only and is not intended to be 
comprehensive or to provide legal, regulatory, financial or other advice to any person. 
Information contained in this report based on public sources has been assumed to be reliable 
and no representation or undertaking is made or given as to the accuracy, completeness 
or reliability of this report or the information or views contained in this report. None of 
UK Finance or any of their respective members, officers, employees or agents shall have 
any liability to any person arising from or in connection with any use of this report or any 
information or views contained in this report. 
© 2022, UK Finance
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