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Job title Principal, Cyber Security Lead 

Reporting To Director, Cyber and Third Party Risk 

 
About UK Finance 

 
UK Finance is the collective voice for the banking and finance industry. Representing 
more than 250 firms across the industry, we act to enhance competitiveness, support 
customers and facilitate innovation. 

 
We work for and on behalf of our members to promote a safe, transparent and innovative 
banking and finance industry. We offer research, policy expertise, thought leadership and 
advocacy in support of our work. We provide a single voice for a diverse and competitive 
industry. Our operational activity enhances members’ own services in situations where 
collective industry action adds value 
 
Our purpose  
 
To champion a thriving banking and finance industry, acting always in the best interests of 
consumers, businesses and wider society. 
 
Our values  
 
Integrity:            We act transparently and ethically for the good of our members as well as 

their customers and wider society. We seek to enhance trust in the banking 
and finance industry. 

Excellence:       We lead from the front as a beacon of quality, inspiration and best practice. 
Leadership:       We are proactive and innovative in helping to shape tomorrow’s banking 

and finance landscape 
 
Key Responsibilities 

 

▪ Shaping and responding to cyber security related regulation and policy as it is published 
by UK and European regulators.  In addition, this will include establishing the UK 
Finance position on issues by consulting members and associate members to produce 
relevant thought leadership e.g. papers and advocating this position through 
appropriate fora in the UK and EU. 

▪ Leading the Financial Sector Cyber Collaboration Centre (FSCCC) delivery team.   
o The FSCCC is a cross industry group designed to enhance the cyber resilience 

of the whole sector. UK Finance runs the governance for FSCCC and acts as 
convenor of key stakeholders and arbiter of decisions related to its ongoing 
operationalisation. 

o The delivery team, which consists of subject matter experts from members, third 
party stakeholders, government, regulators and law enforcement, manages the 
day to day strategic direction of the FSCCC.   

 
Other key areas of work include: 
▪ Providing cyber security expertise and insight to UK Finance colleagues engaged on 

cybercrime, operational resilience and business continuity policy or operational work 
with members. 
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▪ Acting as the secretariat to the UK Finance Cyber Policy Committee which is focussed 
on setting cyber strategy and direction and responsible to the UK Finance Digital, 
Technology and Cyber Board.   

▪ Engaging with the European Banking Federation (EBF) and other Trade Associations, 
such as the Association for Financial Markets in Europe (AFME) to ensure that there is 
a consistent message on cyber security throughout the UK and Europe. 

▪ Establishing relationships with associate members (firms that are not financial services 
providers such as technology providers) who can provide benefits to members through 
their expertise. 

▪ Supporting the wider intent of the Digital, Technology and Cyber team in providing value 
to members. 
 

The post holder will also be expected to participate in and support:  
▪ UK Finance representational activities in UK and internationally. 
▪ Media and campaigns work. 
▪ Briefings and correspondence. 
▪ Training and events. 

 
Skills and Competencies 

 

▪ Strong technical expertise in cyber security, to include providing advisory services 
within financial services (CISM or CISSP qualification would be preferred, but is not 
essential).  

▪ Experience of the following:  
o Policy development, including the process of developing a position paper from a 

range of potential different viewpoints. 
o Experience of project management (a project management qualification would be 

preferred, but is not essential). 
o Working and/or engagement with the finance sector, and to a lesser degree the 

technology sector, regulators and HMG. 
o Relevant legislation and regulations on cyber security and operational resilience 

issues. 
o Verbal briefings to executive level committees. 
o Stakeholder engagement. 

 

Personal Attributes  
 
▪ Ability to think strategically and to work independently. 
▪ Proactive and able to identify opportunities for policy work that supports members. 
▪ Track record of delivery in areas working with different stakeholders. 
▪ Adaptable and able to quickly pick up new issues. 
▪ Able to engage effectively with different stakeholders (financial institutions, public 

sector, UK/EU/international) and able to influence and persuade senior stakeholders. 
▪ Manage busy workload prioritising key matters as appropriate. 
▪ Excellent written (drafting and blogging) and verbal communication skills vis a vis senior 

industry and public-sector representatives. 
 

Qualifications 
 
▪ A degree or other equivalent, relevant qualification 
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