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PURPOSE OF THE REPORT

1. This document articulates UK Finance’s position on the subject of “same activity, same 
risk, same regulation” in banking and finance. It supports our response to HM Treasury’s 
(HMT) phase-II consultation on the financial-services future regulatory framework review. 
Oliver Wyman supported the drafting of this paper. 

2.  UK Finance has previously recommended that HMT consider whether the same 
activities, where they generate the same risks, should be subject to the same regulatory 
treatment, with the same consumer protection, irrespective of the nature and legal 
status of a service provider. 

3.  This work builds on that recommendation and argues that there are benefits to adopting 
the principles of same activity, same risk, same regulation more prominently in the future 
regulatory framework if it is to ensure robust consumer protections within a coherent 
perimeter. 

4.  For the scope of this work, we define “activity” in customer-centric terms. That is, 
an activity is a transaction where a customer receives a particular service to meet a 
particular need. For example, the customer need could be storing money in a safe 
location. Here, the activity would be “customer deposits” and could be provided by 
an electronic-money institution (EMI) or a retail bank. From the customer point of 
view, this is effectively the same activity even if it is not currently classified as such 
by regulation. (Two activities are therefore “the same” if they are substitutable from a 
customer perspective, as is increasingly the case.). However, regulators cannot look at 
an activity in isolation. They will need to account for the impact that a given activity 
has on customers or the broader market/industry to effectively mitigate risk and ensure 
customers are given the right protections.

SAME ACTIVITY, SAME RISK, SAME REGULATION:  
CONCEPT OVERVIEW 

5. The UK’s regulatory framework has become fragmented and inconsistent as objectives 
have proliferated and the banking and finance industry has evolved. 

6. The regulatory and institutional environment has evolved in such a way that it is now 
structured around both firms and activities. The prevailing skew toward prescriptive 
rules drives inconsistent regulatory approaches. 

1. INTRODUCTION AND  
   EXECUTIVE SUMMARY
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7. One of the consequences of this is that there are a growing number of instances where 
the principle of proportionality is not consistently applied. For example:
• two firms facing the same cost of regulation despite posing different levels of risk 

or one firm facing a higher cost of regulation than another firm despite posing a 
lower risk (e.g. in the case of thresholds for minimum requirements for own funds 
and eligible liabilities (MREL), banks crossing MREL thresholds face higher costs to 
raise MREL capital instruments than do systemically important banks);

• two firms undertaking the same activity but facing different levels of regulation (e.g. 
differences in requirements around how customer funds are protected for banks vs. 
non-banks such as EMIs); and

• the potential for inconsistent levels of supervision and enforcement even though 
firms are technically subject to the same regulation (e.g. banks have faced more 
enforcement action than non-banks in the past). 

8. Regulatory complexity can result in infrastructure costs and compliance obligations that, 
while playing an important role in protecting the financial system, may dissuade new 
entrants. 

9. As the banking and finance industry evolves, the regulatory framework would benefit 
from a better balance between being activity-based and firm-based. 

10. New entrants, new technologies, major regulatory initiatives and evolving consumer 
demands have led to the “unbundling” and division of core services in the value chain 
for banking and finance. Activities that were performed by a relatively small number of 
large firms, sitting clearly within the regulatory framework, are now being undertaken by 
a wider range of players and new entrants. This is good for competition and consumers 
but creates potential regulatory gaps and makes it harder to judge proportionality.
• Potential regulatory gaps: some activities may fall outside the regulatory perimeter 

if performed by an unregulated firm.
• Challenges in judging proportionality: it may be difficult to determine the 

magnitude of the risk generated by a new entrant or an existing market participant 
when it is conducting a specific activity. Many firms and new entrants will not 
create the same risk as large, established firms, and so proportionality would imply 
that they should not be subject to the same weight of regulation or supervisory 
engagement. Furthermore, firms can change quickly. The systemic risk a firm poses 
once it scales up its operations, for example, could be vastly different to the risk 
it posed as a small start-up. The systemic risk of an existing firm performing a new 
activity could be vastly different to the risk it posed operating its previously existing 
business. Furthermore, there may be insufficient monitoring of small firms that 
individually do not pose risk but in aggregate can cause instability to the financial 
system. For example, the poor operational resilience of a single non-bank payment 
provider may be of little significance from a systemic perspective, but the impact of 
poor operational resilience of multiple non-bank payment providers could be. 

11. Greater focus on activity-based regulation would help to address many of these 
tensions by ensuring greater consistency of regulatory approach regardless of the nature 
of the service provider.
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12. Of course, proportionality in application would mean that activities would not always 
be regulated in the same way. Because the same activity can generate different risks 
depending on who performs it (e.g. systemically important firms vs. smaller firms), 
regulatory asymmetry is to be expected. 

13. Importantly, it must be clear what regulators are regulating “for” in order to determine 
where asymmetries are justified. 

14. In cases where the same activity generates the same risk, however, regulatory 
asymmetry can reduce competition, consumer protection and financial stability. 

15. It would be beneficial for the UK’s regulatory framework to achieve a better balance 
between an activity-based approach and a firm-based one. Activity-based regulation is 
becoming increasingly relevant and important to protecting consumers in a consistent 
way, as demonstrated below.

CHANGES IN THE INDUSTRY AND THE IMPACT ON REGULATION

16. Structural trends are driving changes within the banking and finance industry and 
accelerating the need for a greater focus on activity-based regulation.

MODULARISATION

17. The combination of new market entrants, technologies and regulatory initiatives has led 
to the modularisation of the banking and finance industry in both demand and supply 
terms. “Modular demand” because customers are opting for multiple providers for their 
financial products. “Modular supply” because firms are increasingly using third parties to 
provide services. The consequence is that activities are now being performed by a wider 
range of entities.

ENTRANCE OF BIG TECH

18. Big Tech firms are gaining ground within banking and finance. Though their presence is 
still nascent in absolute terms and their focus has been mainly within the retail and SME 
segments, it is expected that their role within the industry will only increase in the next 
five to 10 years. Many Big Tech firms generally accept that they should be subject to a 
more consistent regulatory framework.

SHIFTING CONSUMER PREFERENCES AND BEHAVIOURS

19. Consumer preferences and behaviours are evolving rapidly, with high-quality user 
experience and digital service provision increasingly considered a “must-have” for any 
service provider in any industry. In this way, firms are increasingly judged on not only the 
services they offer but also the way they deliver them.
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A MORE BALANCED, ACTIVITY-BASED REGULATORY FRAMEWORK

20. To deliver a better balance between regulating firms and regulating activities, as well as 
to enable legislators and regulators to systematically respond to a continually shifting 
regulatory perimeter, changes are required. These include:
• a less rigidly rules-based approach. Relying less on prescriptive rules in the regulatory 

framework would make it easier to adapt to changing demands and emerging risks. 
However, careful analysis will be required to examine the existing stock of rules on 
a case-by-case basis and determine appropriate action. This could include greater 
use of principles- and outcomes-based regulation, which by its nature allows more 
flexibility in its application as the industry evolves;

• a more responsive regulatory framework. The regulatory framework will be more 
robust if it can capture activities performed by new entrants and existing market 
participants in the same way, allowing regulators to adopt a forward-looking 
mindset that enables them to understand new and complex risks quickly;

• an approach that integrates both activities and firms. As a principle, the same 
activity should be regulated in the same way, deviating only for reasons of 
proportionality or where there is a need for a firm-level overlay (e.g. for reasons of 
systemic importance); and

• enhanced collaboration between jurisdictions and sectors. As a broader array of 
firms offers banking and financial services, it will be important for regulators to 
ensure coherent policies across borders and industries on key topics (e.g. data and 
cybersecurity). 

21. The regulatory framework needs to be amended to deliver this balance. However, action 
can be taken in the short and medium terms (including setting the vision, enhancing 
supervisory capabilities and issuing new guidance) that can support legislative change in 
the long term. In all cases, market participants (both consumers and firms) need to have 
certainty on the protections and rules that apply to them.

CONCLUSIONS

22. The rapidly evolving banking and finance landscape in the UK requires a better balance 
between activity-based and firm-based regulation. 

23. An approach of same activity, same risk, same regulation will help to underpin a 
coherent regulatory framework in the UK. 

24. This will require a less rigidly rules-based approach, a more responsive regulatory 
framework, an approach that integrates both activities and firms, and enhanced 
collaboration between jurisdictions and sectors. 

25. Change in the short and medium terms, underpinned by the Government setting the 
vision, can support meaningful legislative change in the long term.
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THE UK’S REGULATORY LANDSCAPE TODAY

26. Parts of the UK’s regulatory landscape have not kept pace, becoming fragmented, 
outdated and inconsistent, as regulatory objectives have proliferated and the banking 
and finance industry has evolved. 

27. The UK’s regulatory and institutional environment has become more complex. A 
combination of cross-industry regulators (e.g. the Competition and Markets Authority 
(CMA), the Information Commissioner’s Office and HM Revenue and Customs) and 
financial-services-specific regulators (e.g. the Prudential Regulation Authority, the 
Financial Conduct Authority (FCA) and the Payment Systems Regulator) has emerged. 
Enforcement models vary across agencies, as does the extent of their cooperation with 
one another. This introduces the possibility of regulatory underlaps and overlaps, both 
between sector-specific regulators and with cross-industry regulators (e.g. customer 
protections established by the CMA and the FCA). 

28. Furthermore, the regulatory framework has evolved in such a way that it is now 
structured around both firms and activities, with a prevailing skew toward prescriptive 
rules. Challenges with this are that it can create a “tick-box” compliance mentality, it can 
be slow and difficult to amend, and it quickly goes out of date given the high velocity 
of change in the industry. It also drives inconsistent regulatory approaches, as can be 
seen in a growing number of instances where the principle of proportionality is not 
consistently applied. For example:
• two firms might face the same cost of regulation despite posing different levels of 

risk, or one firm might face a higher cost of regulation than another firm despite 
posing a lower risk, as is the case with MREL thresholds for smaller/challenger banks 
compared to systemically important banks. 
 
Case study: inconsistent application of proportionality with respect 
to setting MREL thresholds 
 
MREL is a regulatory requirement to ensure a firm can absorb losses if it enters 
resolution. In general, as mid-size banks grow, they face a series of regulatory 
requirements at different thresholds. MREL is a sticking point. The current 
approach to setting MREL does not take a proportionate view of the firm’s size 
or business model. This means the cost to smaller firms of raising MREL capital 
instruments is much higher than for systemically important banks. Applying 
MREL thresholds more proportionately (i.e. in line with the firm’s relative size and 
business model) could help to improve competition and enable a level playing field. 

2. CONCEPT OVERVIEW
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• two firms might undertake the same activity but face different levels of regulation. 
For example, consumer funds with an EMI and consumer deposits with a bank are 
not protected in the same way, yet, for the customer, these are effectively the 
same service. 
 
Case study: different regulation of the same activity of customer 
deposits 
 
See paragraph 55. 

• firms might face inconsistent levels of supervision and enforcement where they are 
technically subject to the same regulations (e.g. anti-money laundering/combating 
the financing of terrorism (AML/CFT)). 
 
Case study: inconsistent enforcement of AML/CFT 
 
See paragraph 52. 

29. The above inconsistencies reflect a regulatory system that was built with a firm-
based focus on prudential soundness, capital and liquidity, governance and reporting. 
However as the supply side has expanded, the boundary between financial services 
and non-financial-services (often technology) firms has blurred, and new risk types have 
emerged. In addition, the UK’s complicated regulatory set-up imparts high compliance 
costs for high-growth firms and can hamper innovation. It has the potential to impact 
competition in the industry and also create cliff-edge effects for smaller firms trying to 
scale. Restructuring and economic renewal in the wake of covid-19 and the UK’s new 
relationship with the EU already present a unique and urgent opportunity to reform 
the regulatory framework. In addition, structural trends—including new entrants, new 
technologies, major regulatory initiatives and evolving consumer demands—are causing 
the unbundling of the value chain across banking and finance. This brings new risks 
and new business models against which today’s regulatory set-up is not designed to 
protect. Given the timescales involved in revising rules, in many instances it risks solving 
yesterday’s problems. It is perhaps little surprise that the existing regulatory framework 
is being challenged. 

30. As the banking and finance industry evolves, there will be benefits to achieving a better 
balance between activity-based and firm-based regulation because this framework 
can better account for new players, activities and risks. It can also ensure more 
consistent consumer protections. As mentioned above, for the scope of this work, we 
define “activity” in customer-centric terms. That is, an activity is a transaction where 
a customer receives a particular service to meet a particular need. For example, the 
customer need could be storing money in a safe location. Here, the activity would 
be “holding customer funds” and could be provided by an EMI issuing e-money or a 
retail bank accepting a customer’s deposits. From the customer point of view, this is 
effectively the same activity even if it is not currently classified as such by regulation. 
(Two activities are therefore “the same” if they are substitutable from a customer 
perspective, as is increasingly the case.) 
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31. We define activities in customer-centric terms in this paper but also recognise 
that regulators cannot look at an activity in isolation. They will need to account for 
the impact that a given activity has on customers or the broader market/industry 
to effectively mitigate risks and ensure customers are given the right protections. 
Ultimately, it is the nature of these risks that gives rise to the requirement for the 
same or differential regulation rather than the nature of the activity in and of itself. 
The majority of the examples in the remainder of this paper that relate to conduct 
regulation are concerned with activities, and hence risks and regulation, associated with 
individual consumers rather than incorporated businesses as users of financial services. 
 
Case study: lending 
 
Where the consumer is an individual acting in a personal capacity, the activity of 
lending may give rise to a particular set of risks. Where that consumer is vulnerable, 
there are likely to be additional risks. In these instances, the potential risks will 
generally be addressed by statutory regulation. However, where the consumer is an 
incorporated business or a sophisticated investor, the same activity of lending will give 
rise to different risks and is rightly subject to a different regulatory approach.

HOW A MOVE TOWARD ACTIVITY-BASED REGULATION CAN HELP 

32. The unbundling of the value chain means that activities are now being performed by a 
wider range of players and new entrants. This is good for competition and consumers 
but poses key challenges for regulators, creating potential regulatory gaps and making it 
harder to judge proportionality.
• New market entrants and new solutions provided by existing market participants 

may be less well understood. It may therefore be difficult to determine the 
magnitude of the risk generated by a new entrant or an existing market participant 
when it is conducting a specific activity or introducing a new process. For example, 
what risk is posed to customers when an e-commerce firm acts as the front end to 
a bank’s lending solution? How are the risks generated by automated investment 
advice different to those associated with a traditional solution?

• Firms can change quickly. A small firm considered to be of little systemic significance 
could become highly significant as it scales up, as evidenced by the growth of 
Big Tech firms’ financial-services activity over the past five years.1 Similarly a new 
product offered by an existing market participant could significantly change the 
systemic risk posed by that participant. This means regulators need to continually 
reassess firms and keep their finger on the pulse of industry activity. Additionally, 
they need to keep track of the potential systemic risk posed by a large volume 
of smaller firms. For example, the poor operational resilience of a single non-bank 
payment provider may be of little significance from a systemic perspective, but 
the impact of poor operational resilience of multiple non-bank payment providers 
could be.

• Unregulated firms can provide (part of) a regulated activity. Here, one of the firms 
providing a service along the value chain might not be regulated. Regulated firms 
could also outsource services to unregulated entities (e.g. as observed by banks’ use 
of third-party authentication-service providers). 

1 Big Tech firms are defined by the Financial Stability Board as “large companies with established technology platforms and extensive 

established customer networks.” See https://www.fsb.org/2019/12/bigtech-in-finance-market-developments-and-potential-financial-

stability-implications/.
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33. Regulators operating with a heavily firm-based focus will struggle to address the above 
challenges because they cannot readily account for new players and risks that are 
associated with value-chain unbundling. A greater focus on activity-based regulation, by 
contrast, can ensure the risks generated by new players and existing players offering new 
solutions are more readily captured within the regulatory framework. This is because 
firms would be monitored for the activity they perform rather than the type of firm 
they are. In this way, an activity-based approach can enable greater consistency of 
regulatory treatment regardless of the nature of the service provider. 

34. Of course, proportionality in application would mean that activities would not always 
be regulated in the same way. Consider the example where two firms deliver the same 
product/service to consumers but in fundamentally different ways. The method of 
delivery may generate different risks and therefore require different regulation. Yet a 
consumer might reasonably expect the same consumer protections for a product/
service that is substitutable to them (e.g. e-money with an EMI vs. deposits with a bank). 
Here the customer outcome should be regulated in the same way (same protections), 
but because the same activity is posing different risks, different regulation may be 
justified. Moreover, because the same activity can generate different risks depending 
on who performs it (e.g. systemically important firms vs. smaller firms), regulatory 
asymmetry is to be expected. In cases where the same activity generates the same risk, 
however, regulatory asymmetry can reduce competition, consumer protection and 
financial stability. 

35. If designed appropriately, activity-based regulation and firm-based regulation can be 
mutually reinforcing. When determining the right approach to regulation and whether 
different treatment is required for a given activity, it is important to remember what 
regulators are regulating “for” as well as what the impact of the activity is on the 
customer and industry. Examples of justified asymmetries could include:
• greater supervision for firms that are known to target vulnerable customers;
• different capital requirements for firms offering SME lending but with different risk 

appetites; and
• different rules for firms that provide customised banking and finance services based 

on personal data, above the baseline requirements of the General Data Protection 
Regulation. 

36. The above examples are not exhaustive but they do demonstrate why a better balance 
is needed in the UK’s regulatory framework between an activity-based approach and a 
firm-based one and why activity-based regulation is becoming increasingly relevant and 
important to protecting consumers in a consistent way.
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37. Structural trends are driving changes within the banking and finance industry and 
accelerating the need for a greater focus on activity-based regulation. This unbundling 
of the value chain can be seen in three ways. First, the industry is becoming modular 
in terms of both demand and supply because of the impact of new providers, 
technologies and regulatory initiatives. Second, the entrance of Big Tech is rapidly 
changing the definition of what a provider can be. Third, shifting consumer preferences 
and behaviours are shaping new demands and requiring firms to adapt so they can 
compete. These trends are discussed in more depth below.

 

MODULARISATION
 
OVERVIEW 

38. Banking and finance services are becoming modular. New products (e.g. robo-advice and 
peer-to-peer (P2P) lending) and new providers (like neo-banks) are offering an improved 
customer experience, cheaper services and an underpinning agile tech stack that allows 
them to adapt quickly and cheaply based on customer need. New technologies are not 
only enabling new firms to enter the market but also making it easier and more cost 
effective for existing firms to outsource services and new product functionality. They 
have become central to underlying operations and service delivery. New regulatory 
initiatives, especially those regarding customer data, are eroding firms’ competitive 
advantage by enabling third parties to create services based on customer data. Together, 
these trends have led to the division of core services in the value chain for banking and 
finance (i.e. multiple firms are now providing services along the value chain).

 
INDUSTRY IMPACT 

39. The modularisation of demand means firms’ traditional hold on customers has 
weakened. Now customers are opting for multiple providers for their banking and 
finance products. Furthermore, many are using digital channels to access services, 
including platforms that can direct them to the most competitive providers. Examples 
include price-comparison websites that enable consumers to compare the prices and 
relative merits of each offer. 

40. The modularisation of supply means firms are increasingly using third parties to 
provide services. The consequence is that banking and finance activities are now being 
performed by a wider range of entities. Banks are an obvious example. In the past, they 
had the “infrastructure” (e.g. banking licence and payment processors), the “activities” 
(e.g. deposits and credit) and the “platform” (e.g. branches) that came together to supply 
a product or service to a customer. Modularised supply means that one or more firms 
might provide the infrastructure and platform elements, while other firms provide the 
activities. This could be a neo-bank that uses the banking licence of another bank (which 
incurs additional regulatory scrutiny, cost and capital requirements) while controlling the 
customer experience and providing a number of services.

 

3. CHANGES IN THE INDUSTRY AND        
 THE IMPACT ON REGULATION
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CHALLENGES FOR REGULATORS 

41. The unbundling of value chains across multiple players puts traditional firm-based 
regulation under pressure because it is not always clear who should be accountable 
for which risk or activity. This is particularly acute with larger companies and groups 
given their international, cross-sectoral, regulated and unregulated activities, and their 
tendency to partner with multiple parties.

 
ENTRANCE OF BIG TECH

OVERVIEW

42. Big Tech firms are gaining ground within banking and finance, helping to drive change 
within the industry. Though their presence is still nascent in absolute terms, it is 
expected that their role within the industry will only increase in the next five to 10 
years. Their focus on customer needs and experience makes it easier for them to 
create “sticky” platforms and a loyal customer base when they expand into additional 
(often paid-for) services. They are driven to enter banking and finance to diversify their 
revenue streams, access new types of customer data and enhance their reach into 
customer’s lives as an all-in-one platform provider. Their focus to date has been largely 
within the retail and SME segments in activities such as payments and e-commerce 
consumer finance. Such a targeted approach allows Big Tech to enter markets with 
highly specific activity-based licences (e.g. e-money). 

INDUSTRY IMPACT 

43. Big Tech firms’ business models are often different to those of established banking and 
finance firms, and this in turn is changing the nature of services and the risks they and 
other firms adopting elements of their business model generate. For example, where 
firms monetise personal data, they introduce different risks (e.g. data protection) that 
need to be managed. New and established firms may also generate new risks as they 
compete against the new business model. For example, a firm may enter a market or 
launch a new product and be willing to operate at a loss on core products for several 
years in order to gain a foothold. In response, established firms may be forced to 
dramatically reduce pricing and so introduce risks to their safety and soundness. 

44. Big Tech firms are also establishing partnerships with existing banking and finance firms, 
helping to transform what the industry of the future will look like. One example could 
be a bank partnering with a Big Tech firm that offers a digital wallet. The bank could 
provide the back-end account for the Big Tech firm. Another could be an e-commerce 
platform that provides the front end for loans backed by a bank. In all these cases, 
traditional boundaries between service providers are blurring. In the longer term, Big 
Tech could transform the industry even further. One possibility is that banking and 
finance services become a subcomponent of a tech-led ecosystem. Another is that they 
face heavy competition by tech firms and traditional players alike. A third is that the 
ecosystem remains led primarily by vertically integrated banking and finance firms (e.g. 
traditional banks). Geographic and product variations will likely affect which models end 
up being dominant. What is clear, however, is that Big Tech is here to stay in banking and 
finance, and its presence will be significant.
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CHALLENGES FOR REGULATORS 

45. It is not immediately clear to regulators how they might approach the activities of Big 
Tech, even though many such firms generally accept that they should be subject to a 
more consistent regulatory framework. This is often because some of their activities 
may not be captured within existing regulatory perimeters or because the rules are 
defined on a firm basis not applicable to Big Tech. This can be further complicated 
in instances where Big Tech firms partner with banking and finance firms to provide 
services. However, this is not to say that action is not already being taken by regulators 
around the globe and in the UK. Indeed, approaches to regulating Big Tech and other 
platform providers are ongoing within the UK and the EU. In December 2020, for 
example, the CMA issued guidance to the Government on how to proactively address 
and influence the behaviour of powerful tech firms and created a Digital Markets Unit 
to oversee the rules.2 (In addition, Big Tech providers are already regulated when they 
provide services within the scope of existing financial-services regulation.)

SHIFTING CONSUMER PREFERENCES AND BEHAVIOUR

OVERVIEW 

46. Consumer preferences and behaviours are evolving rapidly, with high-quality user 
experience and digital service provision increasingly considered a “must-have” for any 
service provider in any industry. Consumers expect services to be provided digitally and 
delivered well. These expectations are driven just as much by out-of-category disruptors 
(e.g. ride-sharing apps and e-commerce platforms) as they are from disruptors within the 
banking and finance industry (e.g. fintech). The entrance of Big Tech has helped to shape 
these preferences, while covid-19 has further accelerated this widespread transition to 
digital in all facets of life, including banking and finance (e.g. in respect of online banking 
registrations3).

 
INDUSTRY IMPACT 

47. For firms, changing consumer preferences and behaviour have profound implications 
because they are increasingly being judged on not only the services they offer but also 
how they deliver them. Established firms will need to respond quickly if they are to 
successfully compete with new entrants that often major on high-quality customer 
experiences. In effect, this may also drive a further breakdown of value-chain activities 
as large firms with legacy infrastructure look to fintech offerings to enhance their 
existing infrastructure at relatively low cost. Finally, customer demand will continue to 
evolve and so, too, will the companies that serve them. Banking and finance firms will 
need to be more agile and adaptive to ensure they can retain and attract a customer 
base for which a range of providers is increasingly competing.

 

2 https://www.gov.uk/government/news/cma-advises-government-on-new-regulatory-regime-for-tech-giants.

3 https://www.lloydsbank.com/assets/media/pdfs/banking_with_us/whats-happening/lb-consumer-digital-index-2020-report.pdf.
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CHALLENGES FOR REGULATORS 

48. Regulators will need to ensure firms can innovate to meet consumer demands without 
compromising essential protections. This becomes more important as customers opt 
for a service provider based on ease of use and experience rather than the underlying 
product or fine print. Put differently, regulators must ensure firms can design and deliver 
“frictionless” customer experiences while also ensuring robust safeguards (e.g. ensuring 
streamlined know-your-customer (KYC) standards for customer onboarding and 
payments that prevent fraud without creating insurmountable hurdles). Furthermore, as 
firms change quickly to better compete, regulators will need to adapt and evolve with 
them. This will require them to maintain close ties with industry participants to keep 
their finger on the pulse of customer demands.

THE IMPACT OF A CHANGING BANKING AND FINANCE INDUSTRY: 
RESULTING ASYMMETRIES

49. Many asymmetries can be observed within the regulation of the UK’s banking and 
finance industry today. Some are justified (e.g. due to proportionality), others less so. 
Regulators must examine on a case-by-case basis where asymmetries exist and conclude 
whether they are merited or not. This section illustrates how regulatory asymmetries, 
information asymmetries and asymmetries in intensity of supervision or enforcement 
are or could be present across a range of activities. 

50. Regulatory asymmetry is when there is different regulatory treatment or a different 
supervisory approach is applied to the same activity, depending on who performs that 
activity, or a different regulatory treatment is applied to different activities but those 
activities are viewed by consumers as the same/interchangeable. Where an activity 
generates the same risk, regulatory asymmetries can reduce competition, consumer 
protections or financial stability, whether as a result of over- or under-regulation. 
Examples of regulatory asymmetries include:
• unregulated vs. regulated consumer credit. As argued in our response to the FCA’s 

call for input to the review of change and innovation in the unsecured credit 
market, buy-now-pay-later (BNPL) providers effectively offer a source of unsecured 
lending. Depending on how a BNPL product is structured, it may fall within the 
definition of regulated consumer credit4 or it may not (in the same way that a 
charge card offered by a bank may fall within the scope of regulated consumer 
credit or it may not). Regardless of the structure of these products, a consumer will 
likely view these products as interchangeable This, in turn, means customers will 
experience inconsistent outcomes depending on which product they choose for 
what is, from their perspective, the same service. However, regulators may still need 
to treat individual providers differently where the risks generated are different. For 
example, a firm-level perspective of a provider may be necessary to ensure that the 
risks created from its adjacent activities are managed holistically; and

• exchange tokens (i.e. cryptocurrencies) vs. government-issued currencies. 
Cryptocurrencies were only made subject to AML/CFT regulation in the UK in early 
2020 and otherwise remain unregulated. This means purchasers of these types of 
cryptoasset are unlikely to have access to the Financial Ombudsman Service or the 
Financial Services Compensation Scheme (FSCS) if something goes wrong.5

4 https://www.handbook.fca.org.uk/handbook/glossary/G3510b.html and https://www.fca.org.uk/publication/corporate/woolard-review-

report.pdf

5 https://www.fca.org.uk/consumers/cryptoassets.
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51. Information asymmetry is where the same activity is occurring but the customer has a 
different understanding or information about it. The consequence that the customer 
may not realise the extent to which they are exposed or vulnerable based on the 
provider they select. Select examples include:
• e-money with EMIs vs. customer deposits with banks. Customers may not realise 

that their funds with an EMI (e.g. in the form of a prepaid card) are not guaranteed 
by the FSCS as they would be in a current account (though they are safeguarded) or 
that their funds with a bank are not safeguarded and can be used by the bank for 
its own business.6 In other words, they may not realise that EMI and bank funds are 
treated differently from a regulatory perspective; and

• crowdfunding on P2P platforms. Customers may not realise the risk they are taking 
on when investing through a P2P platform as compared to investing funds with a 
more traditional investment brokerage or banking provider. In the case of equity-
based P2P platforms, for example, before the FCA introduced marketing restrictions 
to limit the promotion of unlisted securities for certain customers in 2014, some 
consumers exposed themselves to more risk than they realised.7  

52. Supervision/enforcement asymmetry occurs when the same activity is subject to 
the same regulation but, in practice, there is a differential in how that regulation is 
supervised or enforced depending on who performs that activity. Here, the customer 
or financial system may be more exposed in segments where there is under-regulation, 
while competition and innovation may suffer where there is over-regulation. For 
example:
• customer redress. Regulation has clearly defined standards that govern rules of 

conduct where a firm provides credit services, payment services or retail customer 
deposits (to name but a few examples). Yet in the past banks and non-banks may 
not have faced the same level of supervision and enforcement; and

• AML/CFT. Banks are required to undertake diligence on customers under KYC 
regulations, monitor transactions on an ongoing basis, investigate and file reports 
of suspicious activity and work with law enforcement to investigate offences. 
This represents a significant cost to firms. Non-banks are subject to identical 
requirements, though enforcement asymmetries may have existed between banks 
and non-banks in the past. 

53. In the following pages we explore in detail some of the asymmetries that exist between 
firms for a given activity. While these examples are retail focused, other asymmetries 
exist for other customer segments (e.g. SMEs and corporates). The deep-dives that 
follow are:
• regulatory asymmetry—customer funds;
• regulatory asymmetry—unsecured consumer lending;
• information asymmetry—wealth advisory; and
• (potential) supervision/enforcement asymmetry—customer payments. 

6 https://www.fca.org.uk/consumers/using-payment-service-providers.

7 https://www.fca.org.uk/publication/thematic-reviews/crowdfunding-review.pdf, https://www.fca.org.uk/publication/consultation/cp18-20.

pdf and https://www.fca.org.uk/publication/policy/ps14-04.pdf.
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54. Each deep-dive summarises a selection of the key risks generated with each activity 
and illustrates how regulation mitigates the risk type. We highlight some of the resulting 
asymmetries. These are meant to be illustrative, not exhaustive. 

DEEP-DIVE: REGULATORY ASYMMETRY—CUSTOMER FUNDS 

55. In the case of customer funds, certain regulatory asymmetries can be observed. 
Consider the first risk highlighted in the below diagram (where funds in the account 
are lost). Though the customer activity is the same (storing money), the regulatory 
treatment is different. Customer funds with a bank are guaranteed by the FSCS up to 
the monetary cap, while funds with an EMI are safeguarded (but not covered by the 
FSCS).8 

8 https://www.fca.org.uk/consumers/using-payment-service-providers.

“Inherent” risk 
associated with activity

Bank E-Money Institution
(e.g. Digital Wallet)

Same activity/service to customers, but different regulatory treatment

1. In case of bank, risk is borne by bank and financial system. In case of EMI, risk is borne by consumer.

Example: Customer Deposits

Terms as per GDPR and PSD2Account details stolen

Anti-Money Laundering Directives (AMLDs) applyAML/CFT

Terms as per PSD2; 
process audits

Terms as per PSD2; minimum 
capital req’ts; process auditsOperational failures

Regulatory asymmetry. Deposits subject to different protections depending on entity
Information asymmetry. Customers may not realize differential treatment and 
implications of each.

Enforcement asymmetry ((ppootteennttiiaall)). Entities may be held to different 
standards in practice.

Enforcement asymmetry  (potential). Entities may be held to different standards in 

practice.

Complaints within remit of Financial Ombudsmen

Enforcement asymmetry  ((ppootteennttiiaall)).. Entities may be held to different standards in 
practice.

HOW REGULATION MITIGATES THE RISK

Redress

Deposit Insurance Scheme Safeguarding Procedures

Who bears the risk:

Financial system bears the riskCustomer bears the risk

Losing the money1
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DEEP-DIVE: REGULATORY ASYMMETRY—UNSECURED CONSUMER LENDING 

56. In the case of unsecured customer lending, certain regulatory asymmetries can be 
observed. A bank overdraft, a bank charge card and an e-commerce firm’s BNPL offer 
are all forms of unsecured lending, but regulation can treat these activities differently 
depending on how the lending is structured.9 The below case study explores the 
difference between regulated (e.g. bank overdraft) and unregulated (e.g. e-commerce-
provided BNPL offers) consumer credit.

 
 
 
 
 

9 https://www.fca.org.uk/publication/call-for-input/woolard-review-unsecured-credit.pdf.

“Inherent” risk 
associated with activity

BBaannkk  ooffffeerriinngg  aann  oovveerrddrraafftt  
((eexxaammppllee  ooff  rreegguullaatteedd  ccrreeddiitt))  

EE--ccoommmmeerrccee  pprroovviiddeerr  ooffffeerriinngg  aa  BBNNPPLL  ooffffeerr11  
((eexxaammppllee  ooff  uunnrreegguullaatteedd  ccrreeddiitt))

Same activity/service to customers, but different regulatory treatment

1. Buy-now-pay-later. Can include catalogue credit, store credit, or retailers offering POS finance.
2. “Pay in instalments” may not impact credit score in case of missed payment. “Pay later” offer will likely negatively impact credit score.
3. See requirements introduced as of 2019.

Source: Oliver Wyman Analyses

Example: Unsecured Customer Lending

Could exacerbate existing 
financial distress

Operational failures

Regulatory asymmetry. Different rules governing transparency of terms and conditions 
Information asymmetry. Customers may not realize consequences of BNPL versus O/D

Regulatory asymmetry. Different rules governing prevention of profiteering from customer 
distress
Information asymmetry. Customers may not realise their vulnerability in all situations

Regulatory asymmetry. Different regulation on banks vs. retailers which impacts their 
process for approving loans and mitigating against defaults

Regulatory asymmetry. Banks often held to higher standard, so part of the financial sector 
is more exposed to operational risks

Credit default

Misunderstand terms and 
conditions (e.g. credit rating 

impact2; cost of loan)

Who bears the risk:

Financial system bears the riskCustomer bears the risk

Multiple safeguarding measures3

e.g. simple pricing overview

Some safeguarding 
e. g. prompt customers when

promotion period ends

 
Proactive safeguarding e.g. take 
note of repeat OD’s/distressed3 No measures observed

 
Min. capital requirements 

& DD on loan approvals
Credit checks dependent on 

specific BNPL offer

 
Min capital req’ts; extensive 

audits of processes No measured observed

HOW REGULATION MITIGATES THE RISK



UK Finance 16Same activity, same risk, same regulation

DEEP-DIVE: INFORMATION ASYMMETRY—WEALTH ADVISORY 

57. In the case of wealth-advisory services, there may exist an information asymmetry for 
the customer depending on when the service is provided by a traditional advisor versus 
when it is provided by a robo-advisor. Consider the risk to the customer that they 
receive bad investment advice. Here, a customer might incorrectly perceive that one 
provider type (e.g. human) is more reliable than another. They also may be more likely 
to misunderstand guidance when it is provided by one provider rather than another. 
Despite this potential information asymmetry, regulation currently mitigates the risk of 
receiving bad advice in the same way: a qualified retail investment advisor should deliver 
advice or inform the algorithm establishing the advice.10 

10 https://www.fca.org.uk/publication/finalised-guidance/fg-17-08.pdf.

HOW REGULATION MITIGATES THE RISK

“Inherent” risk 
associated with activity

Traditional discretionary advisor Automated/Robo- advisor

Same activity and same regulatory treatment, but process is different and creates different risks, 
so should be treated differently

Source: Oliver Wyman Analyses

1. In case of automated investment advisory, FCA says that qualified investment advisor should be involved in making the ‘rules’ behind the algorithm.

Example: Wealth Advisory

Suitability assessments required before providing advice Exacerbate existing 
customer vulnerability

Clear code of conduct, to determine e.g. suitability 
and appropriateness assessments carried out correctlyAuditability

Information asymmetry. Customer may wrongly assume human is more reliable than 
robot (e.g.)

Enforcement asymmetry. Failure to conduct suitability or vulnerability assessments may be 
more easily noted with automated offering

Enforcement asymmetry. Easier to determine if/how an automated offering/algorithm has 
fulfilled req’ts (e.g. suitability) vs. human advisor 

Complaints within remit of Financial Ombudsmen

Enforcement asymmetry. Enforcement efficacy may varies depending on type of advisory 
offering and complaint context

Redress

Receive bad advice Qualified retailed investment advisor to deliver advice 
(meeting ‘training and competence standards from the FCA)1

Who bears the risk:

Financial system bears the riskCustomer bears the risk
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DEEP-DIVE: (POTENTIAL) SUPERVISION/ENFORCEMENT ASYMMETRY—
CUSTOMER PAYMENTS 

58. In the case of customer payments, both banks and non-bank payments providers are 
subject to the rules of the revised Payment Services Directive. However, enforcement 
of standards may differ between banks and non-bank providers, creating a supervision/
enforcement asymmetry intended to mitigate a specific risk. The below diagram 
illustrates where potential enforcement asymmetries may exist between providers 
across different risk types.

“Inherent” risk 
associated with activity

Bank payment provider Non-bank payment provider

Same outcome and same regulation, but there may greater enforcement and scrutiny on banks

Source: Oliver Wyman Analyses

Example: Customer Payments

Account details stolen

Anti-Money Laundering Directives (AMLDs) applyAML/CFT

PSD2; Min capital req’ts; extensive 
audits of process Operational failures

Enforcement asymmetry  ((ppootteennttiiaall)). Standards may not be equally scrutinised and 
applied across bank and non-bank providers, so risk of payment failures not mitigated 
to same degree

GDPR and PSD2 define security measures and data breach protocols

Enforcement asymmetry  ((ppootteennttiiaall)). Standards may not be equally scrutinised and 
applied across bank and non-bank providers, so risk of data breaches not mitigated to 
same degree

Enforcement asymmetry  ((ppootteennttiiaall)). Standards may not be equally scrutinised 
and applied across bank and non-bank providers

PSD2

Enforcement asymmetry  ((ppootteennttiiaall)). Standards may not be equally scrutinised and 
applied across bank and non-bank providers, so customer redress less uniformly 
applied

Redress

Unable to make the payment PSD2

Who bears the risk:

Financial system bears the riskCustomer bears the risk

HOW REGULATION MITIGATES THE RISK

PSD2; extensive audits of process 
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59. To deliver a better balance between regulating firms and regulating activities, as well as 
to enable legislators and regulators to systematically respond to a continually shifting 
regulatory perimeter, changes are required. These are summarised below.

4. A MORE BALANCED, ACTIVITY-   
    BASED REGULATORY FRAMEWORK

Overview of key activities

Explanation

A less rigidly rules-based 
approach

• Relying less on prescriptive rules in the UK regulatory 
framework would make it easier to adapt to changing demands 
and emerging risks

• This could include greater use of principles- or outcomes-
based regulation, which by its nature allow more flexibility in its 
application as the industry evolves

Creation of a more 
responsive regulatory 
framework

• The framework needs to capture the same activities 
performed by new entrants

• This allows regulators to adopt a more ‘forward-looking’ 
mindset that enables them to understand new and complex 
risks quickly

An approach that 
interrogates both 
activities and firms

• As a principle, the same activity should be regulated in the 
same way, however…

• This can deviate for proportionality or where there is a need 
for an firm level overlay (e.g. because risks introduced by the 
process are different, or for reasons for systemic importance) 

Enhanced collaboration 
between jurisdictions &  
cross-sector regulators

• As a broader array of firms offer financial services it will be 
important for regulators to enable harmonized policies across 
industries on key topics (e.g. data, cyber security)

• An international perspective will also be required as Financial 
Services technologies are increasingly cross-border
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A LESS RIGIDLY RULES-BASED APPROACH

60. Relying less on prescriptive rules in the UK’s regulatory framework would make it 
easier to adapt to changing demands and emerging risks. This includes being able to 
provide quicker and more effective outcomes for innovative firms. However, careful 
analysis will be required to examine the existing stock of rules on a case-by-case basis 
and determine appropriate action. This could include greater use of principles- and 
outcomes-based regulation, which by its nature allow more flexibility in its application 
as the industry evolves. Indeed, such an approach could help to deliver better standards 
of firms’ management and governance arrangements where necessary regulation is hard 
to formalise through rules. It can also enable faster decision making based on judgement 
and senior accountability within firms (as opposed to a “compliance” approach) and the 
ability to use “soft” enforcement in areas where rules are not clear cut. 

A MORE RESPONSIVE REGULATORY FRAMEWORK

61. The UK’s regulatory framework will be more robust if it can capture the activities 
performed by new entrants and existing providers in the same way, allowing regulators 
to adopt a forward-looking mindset that enables them to understand new and complex 
risks quickly. Currently, firms that operate outside of “regulated firms” and activities that 
sit outside of “regulated activities” are outside the perimeter of the PRA and the FCA 
that is set by HMT. There are two key implications of this: risk of systemic instability 
if many small firms operate outside the perimeter, as described in brief above; and 
the risk of customer harms being generated by non-regulated firms. Enabling a more 
responsive regulatory framework could help to address both implications and is all 
the more important in an industry that is changing so quickly. This is challenging to 
deliver, however. For example, it may be difficult to identify new firms whose activities 
should be regulated or new activities that should be brought within the perimeter. 
Another example of an implementation challenge could be governance considerations: 
two regulators may try to pull a firm or activity within their perimeter, for example. 
Coordination and cooperation across regulators can help to mitigate this difficulty.  

AN APPROACH THAT INTEGRATES BOTH ACTIVITIES AND FIRMS 

62. In principle, the same activity should be regulated in the same way, deviating only 
for reasons of proportionality or where there is a need for a firm-level overlay (e.g. 
for reasons of systemic importance). Regulators must enhance their ability to isolate 
activities within the value chain, identify the risk generated and determine if their 
combination poses systemic implications. This includes an assessment of the risks 
generated by the specific firm performing that activity and whether firm-based 
regulation is more suitable (e.g. because of the cumulative risk associated with a firm’s 
multiple activities or because its performance poses systemic implications for financial 
stability). Put differently, as a starting point, it would be beneficial for regulators to 
regulate activities posing the same risks in the same way unless other factors create a 
compelling case for differentiation. Regulators will need to determine on a case-by-case 
basis which approach is better. 
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Case study: same activity, same risk, same regulation in the EU regulatory 
framework for electronic communications 
 
In 1999, the European Commission argued the need for a new regulatory framework 
appropriate to the rapidly evolving electronic-communications industry. The context 
back then was not hugely different to that of banking and finance today. Then, like 
now, new technologies were creating structural changes in the sector, and new service 
providers were entering the market. (The rise of the internet, software-reconfigurable 
technologies and the convergence of the historically distinct telecommunications and 
broadcasting markets were a few examples raised.) These challenged the prevalent 
approach to regulation, with different rules applied to different infrastructure and 
technologies used to deliver the same underlying services. The Commission argued for 
a regulatory framework that would include all electronic-communications networks 
and services, thereby ensuring equivalent rules applied on a “technologically neutral” 
basis and were “enforced as closely as practicable to the activities being regulated.” 
Such an approach would help to ensure the market remained competitive and met 
users’ needs while also protecting consumer rights. Agreed in 2002, the framework 
remains valid today. 

ENHANCED COLLABORATION BETWEEN JURISDICTIONS AND SECTORS 

63. As a broader array of firms offers banking and finance services, it will be important 
for regulators to enable coherent policies across borders and industries on key 
topics (e.g. data and cyber security) and ensure similar standards are applied across 
sectors. Regulation needs to be increasingly international and cross-sectoral, requiring 
collaboration within and across countries’ authorities. The unbundling of value chains 
across multiple firms and jurisdictions makes this even more important as it is not always 
clear who should be accountable for which activity. Beyond aligning policies alone, 
cooperation arrangements could enable exchanges of data, best practice and regulatory 
principles. They could also reduce dual-regulation risk (where a firm is overseen by 
multiple agencies and faces duplicative supervision) and help jurisdictions to promote 
innovation. 

64. There are many ways that regulators and supervisors could enhance collaboration. 
One is to enhance the policy response to themes that cut across industries. This could 
manifest through the development of cross-sector regulation (e.g. a “tech sector” 
oversight model and division of accountabilities across key supervisory agencies) or 
by improving the coherence of rules applied in multiple sectors. For example, threats 
to financial stability may need to be redefined to encompass critical infrastructure 
provision by both banks and non-banks. Equally, AML/CFT standards could be clarified 
to ensure clearer mandates and minimum requirements for tech providers that might 
not otherwise be captured by banking and finance regulation. These examples indicate 
how critical a role collaboration across agencies, sectors and borders will play in the 
design of a robust regulatory framework for banking and finance. 
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Case studies: learning from Asia – examples of collaboration across 
agencies and jurisdictions 
 
HKSFC and HKIA mitigation of dual-regulation risk 
 
In September 2020, the Hong Kong Securities and Futures Commission (HKSFC), 
the securities regulator in Hong Kong, signed a memorandum of understanding 
(MoU) with the Hong Kong Insurance Authority (HKIA) to determine the supervisory 
approach for HKSFC-regulated entities that were subsidiaries of an insurer or insurer 
intermediary. The goal of the MoU was to mitigate dual-regulation risk for firms 
that were regulated by the HKSFC as the “main regulator” but also had to abide 
by the rules of the HKIA given they were an insurer subsidiary. The HKSFC and the 
HKIA agreed to provide each other with information on a regular basis and inform 
each other as soon as practicable on becoming aware of any material issues that 
might adversely impact either the insurance subsidiary or the insurer group. The 
HKIA agreed to cooperate with the HKSFC on enforcement and assist it by providing 
information that was not otherwise available to the HKSFC or related to the 
subsidiary. 
 
HKMA and MAS joint innovation project 
 
In 2017, the Hong Kong Monetary Authority (HKMA) and the Monetary Authority 
of Singapore (MAS) launched a joint project on cross-border trade and trade 
finance using infrastructure based on distributed-ledger technologies. The resulting 
platform, the Global Trade Connectivity Network, was a joint strategic innovation 
project between the two countries and sought to make cross-border payments 
safer, cheaper and more efficient. The interface was designed with an open 
architecture, meaning that future trading partners could “plug in” at a later stage. 
The partnership between Hong Kong and Singapore, both home to global financial 
centres, provides a reflection of how enhanced collaboration between agencies 
can help regulators to actively support and shape an orderly modernisation of the 
financial-services sector.
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65. The regulatory framework needs to be amended to deliver a more balanced, 
activity-based approach. HMT’s future regulatory-framework review affords the ideal 
opportunity to recognise and implement this. Through the review, the Government 
has given itself an opportunity to enable meaningful change in the long term and 
incorporate the approach of same activity, same risk, same regulation. Public/private 
partnerships can greatly deepen understanding of the enablers needed to make this 
happen and promote better collaboration between experts in regulatory innovation. 
As discussed in this report, these include a less rigidly rules-based approach, a more 
responsive regulatory framework, an approach that integrates both firms and activities, 
and enhanced collaboration between jurisdictions and sectors. 

66. However, action can be taken in the short and medium terms to support legislative 
change in the long term. This includes:
• issuing new guidance and changing existing rules. This could include, for example, 

updated MREL thresholds that apply more proportionately to less systemically 
important banks and specific guidance differentiating robo-advice more 
substantively from traditional discretionary advice. An example from this past year 
could be the government’s proposal to introduce a bespoke special administration 
regime for payment institutions and EMIs to address concerns about the current 
insolvency regimes.11 

• improving coordination. This could help to resolve instances of over- or underlaps 
across regulators and better define how they interact, share information and 
manage additional potentially duplicative supervision. Practical collaboration could 
come in the form of routine bilateral engagement where regulators share knowledge 
and best practice, and align individual approaches.

• enhancing capabilities to increase efficiency and effectiveness. This includes 
changes to both regulatory and supervisory operating models. For example—
• building specialised teams with expertise on specific risks that are emerging 

within banking and finance, such as cyber or artificial intelligence;
• establishing supervisory colleges that enable more coherent oversight and 

productive collaboration between agencies;
• supporting more robust adoption of suptech (supervisory technology) and 

digital capabilities to enhance oversight. This helps regulators to get a near real-
time view of their perimeter and promote more efficient engagement;

• continuing to support and foster regulatory sandboxes that encourage 
innovation in a safe way while also enabling deeper ties between regulators and 
innovative firms; and

• supporting transition from regulatory sandboxes to help firms to avoid 
cliff-edge effects (e.g. because they cannot afford to comply with existing 
regulations after participating in a regulatory sandbox).

 

11 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/940738/201202_Lapwing_consultation_

document_with_annexes.pdf.

5. CONCLUSION
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Case study: exploring the potential of suptech and regtech to help 
regulators and regulated firms achieve their objectives in a more 
efficient and impactful way
 
The significance of these technologies is not only that they reduce the 
compliance burden for regulated firms and enhance the oversight capabilities 
of regulators. It is also that they shift the focus of regulation from a simple 
“tick box” exercise to a more strategic one. Human supervisors can spend more 
time on activity that cannot be easily automated or requires a forward-looking 
perspective (e.g. judgment-based decision making to determine proportionality). 
 
Suptech is the use of innovative technologies by regulators to support 
supervision and elevate process efficiency. Globally, the most popular use cases 
are regulatory reporting, data management and market surveillance, though 
microprudential and misconduct analysis has also been of focus in recent 
years.12  By contrast, regtech (regulatory technology) helps regulated firms 
to manage their own compliance (e.g. by enhancing their risk-management 
capabilities and generating insights to the business that could improve 
their decision-making). Popular use cases include KYC and financial-crime 
compliance, fraud and AML surveillance, and risk assessment and management. 
 
The prevalence and growth of these technologies pose significant implications 
for the banking and finance industry. Suptech helps regulators to act in an 
agile way, respond to emerging risks more quickly and increase the level of 
sophistication of their advisory efforts. Regtech helps firms to control costs 
and risks more effectively, reducing the compliance burden for smaller firms 
(e.g. start-ups) that might not have otherwise entered the market. Higher 
compliance and more impactful regulation could potentially strengthen the 
financial system; and 

• facilitate deeper collaboration with the industry. Regulators could actively 
engage with firms to better understand the needs and demands of the changing 
market. Industry participation can be encouraged through pre-consultations and 
consultations, self- and co-regulation, and advisory groups. 

Case study: New York Fed advisory groups
 
The Federal Reserve Bank of New York meets regularly with advisory groups to 
understand perspectives on the economy from across industry segments. The 
perspectives gathered help the New York Fed to facilitate the development 
and adoption of best practice that can promote the efficiency of the financial 
system as a whole. There are many different types of advisory group. These 
include small businesses, communities and community depositary institutions, 
financial-market participants, economists and fintech. They provide an 
example of how the industry can engage productively with regulators to ensure 
regulation adapts to market needs at pace. 

12 https://www.fsb.org/wp-content/uploads/P091020.pdf.
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67. In summary:
• in the age of a rapidly evolving banking and finance industry, the regulatory 

landscape must keep up to ensure customers are protected and the financial 
system remains resilient to new and emerging risks. This will help ensure the 
UK’s banking and finance industry remains competitive and innovative. Yet the 
UK’s current regulatory landscape has grown fragmented and inconsistent. The 
regulatory framework would benefit by creating a better balance between being 
activity-based and firm-based. Adopting an approach of same activity, same risk, 
same regulation can help because it would standardise the regulatory approach 
regardless of the nature of the service provider as a starting point and therefore 
help to ensure consistent consumer protections (though deviations will be 
justified due to proportionality or where a firm-level overlay is required). In this 
target state, both consumers and firms would have certainty on the protections 
and rules that apply to them;

• the Government and regulators must remember what they are regulating “for” 
(e.g. customer protections or financial stability). Maintaining a focus on outcomes 
will ensure that activity-based and firm-based approaches are each adopted 
where appropriate;

• to deliver a better balance between regulating firms and activities, as well as 
enabling a systematic reassessment of a shifting regulatory perimeter, changes 
will need to be made. These include clearer governance and coordination 
between regulated firms, activities and ecosystems, as well as enhanced 
capabilities from regulators; and

• the first step is for Government to set the vision for what it wants to achieve. 
We believe there are benefits to rooting this in a more balanced approach 
between regulating firms and activities.  




