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This document is being issued to help assist merchants, gateways and web service content
management providers with the implementation of 3DSecure and follows on from our previous
communication on 28 January 2020.
Who is this communication for?
This document is aimed at merchants, gateways and web service content management providers
using or in the process of implementing 3DSecure version 2 or higher.
Why does it matter to you?
There have been common errors which are causing declines in the data consistency of 3DSecure
transactions. This guidance helps merchants and their technology partners to achieve the benefit
of optimised checkout experience, in other words, a greater number of successful transactions.
What should you do?
Merchants, gateways and content management providers need to review their e-commerce data
capture configurations, such as on websites and apps, and adopt the guidance as appropriate

Executive summary
Merchant support of 3DSecure (3DS)1 is very important in ensuring readiness for online
transactions and avoiding declines after Strong Customer Authentication (SCA) is live in the UK
before 14 September 2021. Merchants should be ready by May 2021 when payment service
providers (PSPs) will begin randomly checking SCA compliance and declining transactions that are
non-compliant.
Before that point, merchants must decide which version of 3DS they require to meet their
compliance needs: version 1, version 2.1, or version 2.2.
3DS v2.1 or v2.2 is recommended due to its ability to reduce friction at checkout compared to v1.
However, its benefit over 3DS v1 is not currently being realised due, primarily, to poor data
quality/consistency for data fields which are new to v 2. This guidance aims to provide clarity and
best practice for these data usages.
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3DSecure supports card transactions for e-commerce but there are alternative solutions
available, such as sending transactions directly to authorisations with the correct flag and
payments made through Open Banking and other app-based solutions
What is happening today?
Transactions sent via 3DS v2 are currently experiencing higher step-up/challenge rates than 3DS
v1. Inconsistency for some data fields has caused issuers’ fraud checks to falsely identify these
transactions as fraud.
Investigations, led by UK Finance, have identified three key data fields which have caused a
significant number of errors with 3DS v2. Merchants, gateways or content management providers
must capture and submit this data correctly to avoid declines.
Key Findings2 – 3DSv2 data consistency
1. The 3DS method URL: This helps recognition of the browser and device and is not being used
by merchants – around 30 per cent of transactions sampled did not have this data.
2. Three key fields: as detailed in the below table, are either missing, incomplete or inaccurate –
observed in 30-80 per cent of transactions sampled.
3. Remaining Fields: Other optional but useful data fields can also improve the challenge rates.

*Volume of 3DS v2 web browser transactions with missing / inaccurate

1.

Findings and recommended actions have been reviewed with Scheme, Gateway, and
Merchant representatives in preparation of this guidance.
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Recommendations
Merchants
•

If you are already using 3DS v2 - review how you currently capture the data relevant to 3DS v2
data capture and the submissions to address. You should aim to address these errors as soon
as possible.

•

If you are yet to adopt 3DS v2 - please apply this guidance as you move towards implementation
to avoid these issues.

Acquirers/gateways/web service content management/Enterprise Resource Planning (ERP)
providers
•
•

We recommend that you incorporate this guidance into merchant configuration and testing
where applicable.
It is also recommended that you incorporate this in your communications and guidance to
merchants to support their implementations.

Testing Considerations
It is important to remember that when SCA is being tested or on go-live, the following general rules
will apply:
•

Challenge rates are expected to be higher for all versions of 3DS as all transactions without an
SCA exemption or those out of scope will need to be authenticated as a default position.

•

Challenge rates for 3DS v2.2 (or v2.1 with extensions) are expected to be lower than 3DS v2.1
and v1 as it allows the additional option to apply an acquirer exemption: transaction risk analysis.

Next steps
•
•

UK Finance will be monitoring 3DS v2 outcomes periodically and partner with ACS providers to
undertake a quarterly review of progress.
Further assessments are planned to review the performance of 3DS v2 (particularly in an app
context) once volumes start to increase. Further guidance may be issued if needed.
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