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1

UK Finance are providing this guidance to assist the industry in
implementing the requirements under the revised Payment Services
Directive (PSD2) and the accompanying Regulatory Technical
Standards on strong customer authentication and common and secure
communication which apply from 14 September 2019.
UK Finance is the collective voice for the banking and finance industry. Representing
more than 250 firms across the industry, we act to enhance competitiveness, support
customers and facilitate innovation.
This guidance is written and provided for general information purposes only and
does not constitute legal advice. It is not intended, and should not be used or relied
upon, as a substitute for taking appropriate legal advice, and such advice should be
taken before acting on any of the topics covered. Neither UK Finance nor Addleshaw
Goddard LLP and Osborne Clarke LLP accept any liability to any third party in relation
to the contents of this document, and any opinions expressed in this document are
the opinions of UK Finance.
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INTRODUCTION TO
OPEN ACCESS
This section considers the requirements on TPPs more
specifically. However, it should be read in conjunction with
Section 1 – ASPSP guidance. Please note, references to the
FCA Approach Document relate to version 4 of the FCA’s
document titled ‘Payment Services and Electronic Money
– Our Approach’, dated June 2019.

INTRODUCTION TO OPEN
ACCESS
1.
1.1.

Since January 2018 account servicing payment
service providers (ASPSPs), for example banks
and building societies, who offer a payment
account that is accessible online have been
required to allow customers to grant access to
an authorised third-party provider, such as an
Account Information Service Provider (AISP)
or Payment Initiation Service Provider PISP
to enable them to access payment account
information and/or initiate payments on their
behalf.

1.2. Currently, such access is usually granted by
allowing customers to share their banking
credentials with an AISP or PISP who logs into
a customer’s online banking to access their
accounts, as if they are the customer. This allows
them to ‘scrape’ data from the account to
provide services to the customer (this is known
as “screen scraping”).
1.3. From 14 September 2019 AISP or PISP access
must be enabled via either a modified version
of the customer interface, which meets
the requirements of the RTS or by building
a dedicated interface. Access can only be
provided where the customer has given their
explicit consent to either the AISP for account
information services or PISP for the provision of

payment initiation services. Further information
on the options available to enable third party
access is set out below.
1.4. PSD2 also seeks to facilitate the issuance of
card based payment instruments (e.g. debit
cards), which are be linked to a payment
account held by the card holder with another
ASPSP. To meet this objective, PSD2 requires
that, upon receipt of a request from a card
based payment instrument issuer (CBPII) to
confirm whether there are sufficient funds in
the payment account for a particular payment
to be made, the ASPSP must provide a yes or
no answer on the availability of the amount of
funds requested “immediately”, provided that
the request complies with certain requirements.
From 14 September 2019, ASPSPs will also need
an interface in order to provide this information
and communicate with CBPIIs in compliance
with the RTS.
1.5. The guidance below sets out the requirements
on ASPSPs as set out in the Payment Services
Regulations 2017 (as amended) (the “PSRs”) and
the detailed requirements contained within
the regulatory technical standards for strong
customer authentication and common and
secure open standards of communication,
adopted under Article 98 of the second
Payment Services Directive 2015 (the “RTS”).
We have also taken into account the guidance
provided by the EBA in its Opinion on the
implementation of the RTS on SCA and CSC (the
“EBA Opinion”) and the FCA guidance contained
in ‘Payment Services and Electronic Money –
Our Approach’ December 2018 (FCA AD).
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1.6. We have set out below guidance on:
• the concept of Open Access under PSD2.
• the technical requirements detailing how
open access should be enabled.
• when access can be denied and on-going
requirements.
1.7.

The obligations imposed on Account
Information Service Providers (AISPs), Payment
Initiation Service Providers (PISPs) and Card
Based Payment Instrument Issuer (CBPII) are set
out in a separate section below.

RELATIONSHIP TO CMA ORDER
2.
2.1.

Before looking at the detailed PSD2
requirements, it is important to consider the
relationship between PSD2 and the CMA Retail
Banking Market Investigation Order 2017 (the
CMA Order) in the UK.

2.2. The Competition and Markets Authority (CMA),
undertook a market investigation into the supply
of retail banking services to personal current
account customers and to small and mediumsized enterprises (SMEs) in the United Kingdom
and concluded that there are some adverse
effects on competition that it should take action
to remedy. One of these remedies involves
requiring the main Banking Services Providers
in the UK (known as the CMA 9) to adopt and
maintain common application program interface
(API) standards through which they will share
data between themselves, with other providers
and with third party service providers, including
price comparison websites, account information
service providers and payment initiation service
providers. These standards shall not include
provisions that are incompatible with the
requirements in PSD2.
The CMA Order also requires the CMA9 to set
up an entity that will be tasked with agreeing,
implementing, maintaining and making widely
available open and common API and data
sharing standards to a project plan and timetable
approved by the CMA. Open Banking Limited
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(which is known as the OBIE) was the entity
set up to be the Implementation Entity. To
complete the overall framework for how the
Standards will be delivered, the CMA Order
provides for the CMA9 to appoint a “suitably
qualified, independent person” to be the
Implementation Trustee (Trustee). The Trustee
must carry out the “Implementation Trustee
Functions” in accordance with the Agreed
Arrangements and Timetable and Plan. The
Implementation Trustee Functions are set out in
Schedule 1 of the CMA Order. We believe that
the role of the Trustee is to effectively act as
the CMA in the oversight and management of
the development and implementation of the
Standards in accordance with the powers given
to him by the CMA Order.
2.3. The CMA Order requires there to be proposed
by the Implementation Trustee and then
approved by the CMA, an Agreed Timetable and
Project Plan (which has become known as the
‘Road Map’. The CMA Order does not mandate
what that ‘Timetable’ and ‘Plan’ need to contain,
but by the time the CMA Order was made, the
Timetable and Plan had been proposed and
agreed with the CMA and it is referred to in the
CMA Order as that in Part B of Schedule 1 to
the Explanatory Notes. It has subsequently been
revised and updated.
2.4. The CMA is not the regulator for PSD2
compliance. While any standards must not be
incompatible with PSD2 and must deliver PSD2
for products within the scope of the CMA
Order, the CMA does not have wider powers to
require or mandate compliance of wider PSD2
requirements. For products within scope of the
CMA Order, it is clear that the standards need to
provide a comprehensive and compliant option
for full compliance with PSD2. The CMA has also
encouraged the industry to consider expanding
the scope to other products.
2.5. The result of this in the UK is that the OBIE has
developed standards for compliance with the
CMA Order and which enable the CMA 9 to be
compliant with the requirements of the PSD2
in relation to those products. The OBIE is also
developing standards which are capable of being
used for products in scope of PSD2 but not the
CMA Order. Furthermore, the OBIE’s standards
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can be used by others, outside of the CMA 9
to help them achieve compliance with PSD2
requirements.
2.6. However, it should be noted that the OBIE is not
the only organisation that is developing industry
wide standards. The Berlin Group and STET are
some other examples of organisations preparing
standards that can be used across Europe.
However, given the interplay between the CMA
Order and PSD2, the OBIE standards are likely
to be the most widely used in the UK, based
on recent surveys conducted by UKF (survey
conducted on 22 May 2018 with 18 members
responding).

ACCESS TO PAYMENT
ACCOUNTS

UK Finance

FCA guidance
3.4. See para 17.14 – 17.16 of draft FCA AD.
PSD2 derivation
3.5. In relation to PISP, Regulation 69 PSRs 2017
derives from Article 66 PSD2; the scope
provisions of regulation 69(2) reflect the scope
provisions of Article 66 (4) and (5) PSD2.
3.6. In relation to AIS, Regulation 70 PSRs 2017
derives from Article 67 PSD2; the scope
provisions of regulation 70 (2) reflect the scope
provisions of Article 67 (3) and (4) PSD2. Recital
(93) PSD2 provides some commentary on the
secure communication requirements, including
the requirement for the PISP and AISP to
identify themselves to the ASPSP and that the
standards developed by the EBA are to allow
for use of all common types of devices used for
carrying out payment services.
Scope of application

3.
In relation to Payment Initiation Service
Principle
3.1.

Regulation 69 (2) requires ASPSPs to
communicate securely with the payment
initiation service provider (PISP) in accordance
with the RTS. Details of the RTS requirements
are set out below.

3.2. An ASPSP must ensure it treats a payment
order received from a PISP in the same way
as a payment order received directly from its
own customer and it must ensure it provides or
makes available to the PISP information about
the initiation and execution of a payment
transaction.
In relation to Account Information Services
3.3. Regulation 70(2) requires ASPSPs to
communicate securely with the AISP in
accordance with the RTS and treat a data
request from the AISP in the same way as a data
request received directly from the payer, unless
a deviation can be objectively justified.

3.7. The application of these requirements to (1)
all ASPSPs; (2) that offer payment accounts;
(3) which are accessible online are generally
understood. Guidance on what ‘accessible
online’ means is provided below.
In relation to Payment initiation and account
information services:
Commentary
3.8. These requirements apply to payment accounts
that are accessible online. According to the FCA,
(para 17.14 of FCA AD) this means an account that
is capable of being accessed online, even if the
customer has not activated those online services
e.g. registered for online/internet banking. In
our view, in most cases a customer will still need
to have registered for internet/online banking
and set up their authentication details (e.g. log
on details) in order to grant access to a TPP.
This is because a TPP will need to rely on the
customer’s authentication details in order to
access their account to provide the payment
initiation service or account information service.
If a customer has registered with a TPP before
it has activated online access in its account,
we would expect a PISP or AISP to direct a
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customer to its bank as an initial step to set up
the online banking credentials.
3.9. An ASPSP must enable access in reliance that the
PISP or AISP has obtained explicit consent from
the customer to act as its PISP or AISP and grant
the PISP or AISP access. An ASPSP cannot seek
additional consent from the customer in relation
to the PIS or AIS services being requested or
ask the customer to re-confirm the consent he/
she has given to the PISP or AISP. Such obstacles
are prohibited under the RTS. This is further
explained in the EBA Opinion para 13 and para
[17.142 of FCA AD].
In relation to Payment initiation services:
3.10. ASPSPs must allow a customer to initiate
a payment via a PISP to the same level of
functionality that is available to a customer if
they initiate a payment directly with their ASPSP
via online channel. For example, if a customer
is able to initiate international payments or
recurring transactions (e.g. standing order) via an
online channel, they should also be able to do so
via a PISP. The FCA have explained that it is their
view that this requirement applies irrespective
of the channel the customer has used to access
the PISP. This means that a customer using an
app based TPP must have access to the full
range of payment functionality that would be
available to the customer directly through their
online banking or mobile app-based banking
facility. To illustrate this point further, a browser
based TPP should be able to initiate transactions
which are available to a customer via their
mobile app, such as Paym. On the other hand,
if the actual initiation of the transaction is a
manual one, for example where an instruction
is given via an online banking portal’s messaging
system to a relationship manager who then
initiates the payment on behalf of the customer,
then a PISP does not need to be given access
to the messaging system used to send the
instruction. The difference here is that the
customer is not initiating a payment from their
online account environment, instead they are
sending an electronic instruction utilising an
online banking portal (similar to an email). A
PISPs role is to initiate payments only and not to
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undertake other actions on behalf of PSUs.
3.11. ASPSPs are not required to provide functionality
via a PISP that exceeds the functionality they
offer to their customers directly. However,
ASPSPs will need to consider the online
functionality of their payment accounts
carefully. For example, if a customer is able
to access their credit card account online,
then an AISP must be able to access the same
information about that account. If a customer is
able to make balance transfers or P2P payments
(e.g. money transfers) online, then a PISP must be
able to do this. However, an instruction/request
to effect balance transfer does not involve the
customer initiating the transfer from their online
account environment, because it is instead a
message to the Bank but no action is taken
without further intervention by the Bank, this
would not be an action available to a PISP.
3.12. When executing the payment order, the
ASPSP must treat this in the same way as a
payment received directly from the customer
in terms of timing, priority or charges, unless
a deviation can be objectively justified. For
example, a reprioritisation or delay in executing
the payment may occur when the ASPSP has
a legitimate suspicion about the activities of
a particular PISP or there is a record on file
from the customer that consent to that PISP is
revoked.
3.13. When providing information about the initiation
and execution of a payment to a PISP, the ASPSP
need only provide the information it would
provide to the customer. This will be the same
information it would have if the customer had
initiated the payment directly e.g. payment
initiation request received, payment execution in
progress, checking, payment executed and sent
to payee PSP, etc. However, it will not include
information which may be legally sensitive such
as suspected money laundering.
In relation to Account Information Services
3.14. The requirement to treat data requests from an
AISP the same way as a data request received
from a customer means that the AISP is entitled
to the same information about a payment
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account as a customer would see if they were
to log on to internet/online banking to access
their payment account directly. The important
distinction here is that the customer must
designate which payment account(s) the AISP
can access information about. An AISP should
not be able to see all of the payment accounts
a customer would see when they log onto their
internet/online banking, unless the customer has
given consent to such access.
3.15. An AISP shall be able to access information and
associated payment transactions related to the
designated payment account(s). The type of
information on a designated payment account
that should be made available to an AISP will
depend on what consents the customer has
given to the AISP. For example, the customer
may only give the AISP access to certain data.
The OBIE Standard groups permissions together
to form Data Clusters. Data Clusters are not
reflected in the API specifications, as they
are purely a presentational layer on top of
permissions to aid a customer’s understanding
of what information is being shared and create
standard terminology. The Berlin Group standard
does not group data in this way and is therefore,
less prescriptive. However, whether an industry
standard is used or not, an AISP will need to
design their consents carefully and where the
OBIE Standard is used, the prescribed definitions
and terminology must be used. Furthermore, if
the OBIE Standard data clusters are used, the
ASPSP must provide all of the information in
that cluster. However, if the retrieval of this
information by the ASPSP cannot be performed
without supplying additional information, it is
the responsibility of the AISP to ensure it does
not access and use this additional information.
3.16. An AISP is entitled to access information on
designated payment accounts and associated
payment transactions, with the customer’s
explicit consent. Therefore, the type of
information that can be made available to an
AISP will include account balance(s), transaction
data, interest rates and overdraft information.
However, potentially included within that data
maybe data which relates to individuals who are
not the Account Holder. This data is referred
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to in this document as ‘Silent Party Data’. Firms
will need to satisfy themselves, by conducting
a privacy impact assessment, that they have
sufficient ground to share such data with third
parties. UK Finance has undergone analysis
of the interaction of PSD2 and GDPR and
concludes that there is sufficient legal basis for
processing general personal data. However, there
is no clear permission for processing special
category data (SCPD) under the DPA 2018. UK
Finance interaction with the ICO indicates that
whilst they accept SCPD will be sometimes
present in payments transaction records, they
will be flexible in their approach and will take
into account other legal/regulatory obligations
of firms. UK Finance work on this matter
continues.
3.17. An AISP will also have access to statement
information relating to the account, if
a customer receives their statements
electronically into a repository available within
their internet/online banking platform. Whilst
an AISP is entitled to the same information,
provided in the same way (e.g. a pre-notification
of a charge), in our view, such information
need not necessarily be in the same format as
a customer would see that information. For
example, an AISP may be given the right to
access the same information about a designated
account that is contained in a monthly
statement for that account. However, the ASPSP
does not need to provide access to the PDF
containing that information, provided access to
this information is facilitated in a format for the
AISP to make use of if necessary.
3.18. Furthermore, ASPSPs will not be required to
provide additional information over and above
the account and transaction information when
such additional information is packaged up as
a separate service, even when provided online;
for example, account analytics on regular
spending habits. It has been clarified by the
EBA that information as to whether or not a
payee is on the list of trusted beneficiaries is
not necessary for the provision of the Payment
initiation services. In our view, ASPSPs are also
not required by the PSRs or RTS to share lists
of trusted beneficiaries with AISPs. It is also our
view that under PSD2, ASPSPs are not obliged
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to share information about third party offers
available to a customer by reason of them
having a particular type of account when those
offers are provides as part of the wider account
package or at a customer level.

COMPLIANCE WITH THE RTS:
SPECIFIC REQUIREMENTS
FOR THE COMMON AND
SECURE OPEN STANDARDS OF
COMMUNICATION
This section sets out the requirements in relation to PISPs
and AISPs, unless stated otherwise. References to TPPs
mean PISPs and AISPs in this section. A separate section
also provides details on the application of the RTS to
CBPIIs.
4.

General obligations for access interfaces
Principle
4.1. ASPSPs which provide payment accounts which
are accessible online must provide access to
such accounts to TPPs by way of at least one
interface which enables such TPPs to identify
themselves to the ASPSP and communicate
in a secure way. The interface shall also allow
AISPs and PISPs to rely on all the authentication
procedures provided by the ASPSP to the
customer.
4.2. The ASPSPs must take steps to ensure the ability
of TPPs to use the interface, by:
• documenting and publishing the technical
specification of the interface by 14 March
2019 (or six months before the launch date of
the access interface) and summarising this on
their website;
• maintaining the published technical
specification and updating it to reflect
changes three months before such changes
take effect (except in emergency situations)
• making a testing facility available for TPPs to
test their software and applications used for
offering their services to users by 14 March
2019 or no more than six months before
launch date.
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FCA guidance
4.3. See paragraph 17.20 FCA AD.
Commentary
4.4. An ASPSP shall offer at least one communication
interface that meets the requirements of
the RTS. We have set out details of the key
requirements below:
Identification:
• TPPs must be able to identify themselves to
the ASPSP. For the purpose of identification,
as referred to in RTS Article 30(1)(a), PSPs
shall rely on qualified certificates for
electronic seals as referred to in Article 3(30)
of Regulation (EU) No 910/2014 (e-IDAS) or
for website authentication as referred to in
Article 3(39) of that Regulation. This means
that the RTS permits the use of either a
QSealC or a QWAC, commonly referred to as
e-IDAS certificates.
• Essentially, the RTS establishes the use
of eIDAS certificates for identification
purposes. eIDAS Article 3(1): ‘electronic
identification’ means the process of using
personal identification data in electronic
form uniquely representing either a
natural or legal person, or a natural person
representing a legal person. It is envisaged
that all the necessary information an ASPSP
needs to identify a TPP and determine its
authorisation status is contained within their
eIDAS certificate. It further assumes that
confidence in the integrity of the certificate
and the information contained therein can
be attained / inferred through the integrity
of the certificate issuing counterparty (who
needs to be designated as a “Qualified Trust
Service Provider” (QTSP)). ASPSPs will need
to ensure their interfaces can accept such
certificates.
• ASPSPs do not need to identify themselves
to TPPs. The FCA, following direction
from the EBA, are however, encouraging
mutual authentication as part of a secure
communication session. In our view, it is
not necessarily that ASPSPs should also
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obtain e-IDAS certificates (unless they are
providing account information services
and/or payment initiation services), but the
communication session could enable the PISP
or AISP to verify the identity of the ASPSP
(e.g. by being enrolled onto a Standards
programme such as that provided by OBIE).
• The obvious problem with using eIDAS
certificates is that the industry is entirely
dependent upon whether any certification
authority will apply to supervisory body for
status as a QTSP by RTS implementation
deadline. There are currently no registered
QTSPs in the UK although there are some in
mainland Europe. Further discussion about
the obligation on TPPs to obtain an e-IDAS
certificate and the complexities is detailed
below in the section RTS obligations for TPPs.
• Another concern is that eIDAS certificates
only provide an historical “snap-shot” rather
than a live update of the authorisation status
of a TPP. Therefore, for on-boarding and for
on an on-going basis, ASPSPs may decide to
conduct real time validation checks on a TPPs
when the TPP approaches an ASPSP to access
an account or initiate a payment. However,
the EBA have stated in their opinion on the
use of e-IDAS certificates under the RTS on
SCA and CSC on 10 December 2018 (EBA
e-IDAS Opinion) that such actions would
be contrary to the intention of the RTS.
That said, more fundamentally, ASPSPs only
have an obligation to only share data with
an authorised TPP. Therefore, in our view,
it will need a process to satisfy itself of the
validity and continued accuracy of an e-IDAS
certificate before sharing data, provided this
does not introduce additional friction to the
TPP journey.
• ASPSPs will need to be careful not to
require TPPs to meet additional registration
requirements or standards of regulatory or
legal compliance (such as AML checks) in
order to gain access to a payment account as
this will could be considered an obstacle and
inconsistent with the requirement to treat
data requests and payment orders in the
same way as those received from customers.
The FCA have set out in FCA AD that in their

view, enrolment in a standard API programme
is likely to be acceptable provided that such
enrolment is not contingent on anything
other than FCA authorisation or registration.
• In the case where a TPP is using an agent,
technical service provider or branch to
communicate with an ASPSP, the e-IDAS
certificate must identify the TPP. In the EBA
e-IDAS Opinion, the EBA provides guidance
to PSPs providing services through agents
or EEA branches; explaining that competent
authorities should encourage these PSPs
to consider obtaining multiple certificates
simultaneously – one per agent/branch/
technical service provider etc. The view
is that this will help manage risk if the
legitimacy of one certificate if another were
to be revoked. But, such an approach is likely
to lead to additional administrative burdens,
such as maintaining and terminating multiple
certificates. More recent EBA guidance
suggests that e-IDAS certificates should only
name the agent, technical service provider or
branch if technically possible. If not, it is most
important that the TPP is identified by the
certificate. After all, it is the TPP who has the
regulatory responsibility and responsibility
for the oversight of any agent, technical
service provider or branch.
Reliance on all the authentication procedures
provided to the customer.
• TPPs shall be able to rely on the
authentication details provided by the ASPSP
to the customer. There are three main routes
of authentication that can be employed by
TPPs, namely; re-direction, de-coupled and
embedded authentication flows
•

Redirection means that customers,
when on an AISP or PISP platform, are
redirected to the website of their ASPSP
to authenticate themselves, before being
redirected back to the AISP/PISP platform.

•

Embedded means that customers have to
input their authentication details into an
AISP/PISP platform which then forwards
them to the ASPSP for authentication.

UK Finance
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•

Decoupled means that authentication
takes place using a separate device or
app provided by the ASPSP. De-coupled
authentication can actually work
with both redirection and embedded
authentication routes. For example:
−

−

Decoupled redirection may involve
an AISP/PISP transmitting a request
(e.g. a payment instruction) to the
ASPSP without SCA. The ASPSP then
routes the request to a customer’s
smartphone app (or other device).
Once the customer has authenticated
themselves (e.g. provided log-on
credentials or fingerprint) they will
be redirected back to the AISP/PISP
platform.
Decoupled-embedded may involve a
customer having to input one element
of their authentication details into
the TPP platform who then forwards
them to the ASPSP and the second
element being provided via a separate
device or app provided by the ASPSP.

• It is important, particularly when using
embedded authentication routes that
the integrity and confidentiality of the
personalised security credentials and
authentication codes transmitted by or
through TPPs are safeguarded.
• The interface developed and the
authentication channel chosen should
establish communication sessions between
ASPSPs and the TPPs which must be
maintained throughout the authentication
process.
• PSD2 requires strong customer
authentication (SCA) to be performed in
certain circumstances. All SCA procedures
provided to customers must be available
to the PISP and/or AISP. This means that all
of the methods a customer can use to log
on to internet/online banking or a mobile
banking app must be available to an AISP
and PISP. . For example, if a redirection
authentication flow is used, it must allow
for the customer to use their ASPSP mobile
app to authenticate, if the customer uses

this method of authentication when
accessing their ASPSP’s channel directly. If all
authentication methods that a customer can
use when accessing their payment account
directly with an ASPSP are not available
when accessing their payment account via
a TPP, an explanation of why this is the case
must be provided to the FCA when seeking
an application for exemption from the
contingency mechanism.
• If an ASPSP decides to implement a
redirection authentication flow only, they
may offer a browser to browser solution and
an app to app solution. Redirection model
will inherently have a device dependency
i.e. when an AISP/PISP offers a browser only
solution, the customer would only be able
to authenticate using their ASPSP app if the
customer is using a mobile browser to access
the AISP/PISP website and has the ASPSP
app installed on the same device. However,
if a customer is using a desktop browser
to access the AISP/PISP platform, then
they would need to authenticate using the
ASPSP browser channel. In this situation, a
decoupled authentication model would need
to be available in order for the customer to
use their app to authenticate.
• The OBIE mandates the use of redirection
authentication flows. However, an API
standard has also been created to enable
decoupled authentication flow. In contrast,
the Berlin Group is developing standards
for all 3 of these main authentication routes
(redirection, decoupled and/or embedded).
The ASPSP decides which of these
approaches to SCA are supported by its
dedicated interface.
Standards of communication
• ASPSPs must follow standards of
communication issued by standardisation
organisations. References to ISO standards
were removed from the final draft of the
RTS to enable the RTS to be technologically
neutral.
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Availability of API specification
• Despite many UKF members being of the
view that updating the published technical
specification to reflect changes three months
before such changes take effect (except in
emergency situations) is too long a period
for ASPSPs in an agile environment, the
timeframe takes into consideration that
TPPs will need time to make any necessary
adjustments to their own systems and
processes
• However, the EBA have confirmed that minor
changes to the interface that do not affect
TPPs’ capability to interoperate with the
ASPSP’s systems, nor continue to offer their
services through the ASPSP, should be made
available to TPPs as soon as possible but not
necessarily within the three month period
before they are implemented.

ACCESS INTERFACE OPTIONS
Principle
4.5. ASPSPs can enable TPP access to their
customer’s online payment account(s) by
either allowing access to the interface used
for authentication and communication by
customers or by creating a dedicated interface.
FCA guidance
4.6. See paragraphs 17.90 – 17.94 FCA AD.
Commentary
4.7. ASPSPs that offer payment accounts that can
be accessed online shall offer at least one
interface which meets the requirements of the
RTS. Access can be provided by the use of a
dedicated interface or the use of a customer
interface that has been modified to meet the
requirements of the RTS, such as identification
and secure communication.
4.8. Dedicated interfaces are currently being
developed using Application Programming
Interfaces (APIs). APIs are already widely used
by all internet actors as they allow computers
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to talk to each other without any barrier as
they are based on open standards, open to all
actors. Some industry groups (e.g. Open Banking
Implementation Entity and Berlin Group) have
come together to define common standards
for APIs. Although it is down to each ASPSP to
develop its own dedicated interface, industry
standards will provide grounding to base the API
development on.
4.9. The use of a customer interface which has
been modified to enable the TPP to identify
themselves looks a lot like screen-scraping but it
must also comply with the requirements of the
RTS (e.g. secure communications and the TPP
must identify itself to the ASPSP).
4.10. It is down to each ASPSP to decide whether
it offers a dedicated interface or a modified
version of the customer interface to provide
access to TPPs. If an ASPSP decides to offer
access via a dedicated interface, it must also
develop a contingency mechanism for when
the dedicated interface does not perform
to a satisfactory standard. This contingency
mechanism will enable access using a modified
version of the customer interface. Further
guidance on the contingency mechanism and
the process to apply for an exemption from
building this mechanism is given below.
4.11. UK Finance are of the view that the entire
market can best achieve the aims and vision
of ‘open banking’ and of PSD2 through the use
of open, PSD2 compliant APIs as they provide
the most secure way to access the online
payment accounts. Therefore, as far as possible,
UK Finance would encourage all firms to make
use of and implement PSD2 compliant APIs, as
long as these APIs offer an equivalent level of
functionality and service to that provided for
the customer through their internet/online
banking/mobile banking interface.
4.12. UK Finance surveyed its members on 22 May
2018 and 18 of the members that answered will
implement a dedicated interface. None plan to
offer a customer interface with identification.
Many have also previously stated that the
dedicated interface will form part of their
critical business infrastructure (as online banking
does today).
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4.13. UK Finance fully support the FCA encouraging
the market to utilise market initiatives and
standardised APIs such as Open Banking in the
UK. However, there is no national consensus on
which industry standard (e.g. the Berlin Group,
the UK Open Banking, etc.) to adopt; and some
ASPSPs have chosen to develop bespoke APIs,
either on their own or in partnership with
others.
5.

Obligations for a dedicated interface
Principle
5.1.

If the ASPSP enables access via a dedicated
interface it must meet the same standards in
terms of level of availability and performance
as the customer interface. In order to meet and
measure those standards, the ASPSP must define
transparent key performance indicators and
service level targets (at least as stringent as those
set for the customer interface). These will then
be used by the FCA and stress-tested and should
be monitored by the ASPSP. Statistics based
on these indicators and service levels must be
published on the ASPSP’s website quarterly.

5.2. In addition, Article 36(2) requires that a
dedicated interface has the functionality for
TPPs that detect issues with the interface to
communicate these to other participants in the
communication session (i.e. the ASPSP and any
other TPP).
5.3. Article 32(3) requires that the interface must not
create obstacles to the provision of AIS and PIS.
FCA guidance
5.4. See paragraphs 17.97 – 17.99 FCA AD.
Commentary
5.5. ASPSP must define transparent key performance
indicators and service level targets. They must
be calculated in accordance with EBA guidelines.
Confirmation that such performance indicators
are in place will be required by the FCA as
part of an application for exemption from the
contingency mechanism. The FCAs SUP 16 Annex
46AD requires ASPSPs to submit the quarterly
statistics to it to help monitor whether ASPSPs
are meeting their obligations e.g. that dedicated
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interfaces are performing at least as well as
the interfaces customers use to access their
accounts directly.
5.6. ASPSPs that have put in place a dedicated
interface shall ensure that this interface does
not create obstacles to the provision of PIS and
AIS. Such obstacles, may include:

12

PSD2 Guidance: Section 1

UK Finance

POTENTIAL OBSTACLE

EXAMPLES

Preventing the use by AISPs and PISPs of
the credentials issued by ASPSPs to their
customers

ASPSPs should ensure that a PISP or AISP can access and use all
authentication credentials that are available to a customer. This means
that if a customer can access their account online via a browser based
portal and an app, the authentication credentials and log on processes
provided by the ASPSP to the customer in order to access both channels
must be available to an AISP/PISP.

Imposing redirection to the ASPSP’s
authentication or other functions

ASPSPs should ensure that their dedicated interface does not give rise to
unnecessary delay, friction or any other attributes that would mean that
customers are dissuaded from using the services of AISPs or PISPs.
It is therefore, important to ensure the customer journey is not
restrictive or obstructive to PIS and/or AIS.
Where the ASPSP provides a redirection method of access, account
selection may be carried out between the customer and the ASPSP, but
this will not constitute an obstacle.

Additional authorisations and registrations
in a to those provided for in Articles 11, 14
and 15 of PSD2

If an ASPSP decides to use a standard API to develop their dedicated
interface, it will also need to consider whether the use of that API
standard and infrastructure requires additional registrations which may
be considered obstacles.
The FCA have stated in paragraph 17.140 FCA AD that they do not
consider enrolment to access an industry standard (such as the OBIE
directory) an obstacle provided it is based on no condition other than
FCA registration or authorisation and is applied equally to all TPPs.

Requiring additional checks of the consent For example, if redirection is used, the ASPSP’s role is to identify/
given by customers to TPPs or ask for
authenticate the customer. ASPSPs will not be able to seek proof, or
additional authorisations or consent from confirmation from the customer, of the consent given to the TPP.
customers.
However, in circumstances where the customer holds more than one
account with an ASPSP, that customer will also be able to select which,
account(s), within the ASPSP domain, it wants to grant the TPP access to.
Furthermore, An ASPSP asking the customer to confirm that they agree
to share data with an AISP will be considered an example of an additional
consent step.
In our view, Regulation 68 PSR does not apply to PISPs. This means that
the requirement in PSR 68(5)(b), which requires ASPSPs to obtain explicit
consent from a customer before it can confirm the availability of funds
to a specific PSP, does not apply to payment initiation services. If an
ASPSP were to try to obtain such consent from a customer, this is at risk
of being considered an obstacle.
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5.7. A dedicated interface should not give rise
to unnecessary delay, friction or any other
attributes that would mean that customers are
directly or indirectly dissuaded from using the
services of AISPs or PISPs
5.8. The FCA will be seeking to assess the dedicated
interface to ensure it provides good experiences
for customers and AISP/PISPs and does not
give rise to unnecessary ‘friction’ or additional
steps which dissuade customers from using
the services of AISP/PISPs. In order to assess
whether the dedicated interface creates
obstacles, the FCA will consider the items
detailed in the table above and the following:
5.9. A summary of the method(s) of access chosen
by the ASPSP (i.e. redirection / decoupled /
embedded). The FCA requires this to include a
description of the flow of authentication data
from the customer to the ASPSP. Although
both the EBA and FCA have explained that redirection model is not necessarily an ‘obstacle’
provided the customer journey is sufficiently
frictionless, the FCA will expect to review the
customer journey for this purpose (amongst
others). If an ASPSP is following an industry
standard such as OBIE API, customer experience
guidance has been provided to assist firms with
this. It is less clear how the FCA will approach
other access methods such as ‘embedded’ under
this power.
5.10. Where the ASPSP has put in place only one
method of access (e.g. redirection) it must
provide an explanation of the reasons why
this method of access is not an obstacle
and how this method of access supports all
authentication methods provided by the ASPSP
to its customer. For example, if customers can
authenticate using biometrics via the banking
application (‘app’) on a mobile phone, but
are prevented from doing this as part of the
authentication journey when accessing accounts
via a TPP, this could be considered an example
of how a customer is being dissuaded from using
TPP services.
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5.11. Confirmation that the interface meets the
requirements of EBA Guideline 5.2; The
FCA expects that all customer credentials
and authorisation procedures by which the
ASPSP permits the customer to authenticate
themselves are available to TPPs. If any
authentication method cannot be used, then
this needs to be explained.
6.

Data exchanges (RTS 36)
Principle
6.1. A TPP’s access to online payments accounts
involves the exchange of data in various
scenarios. Article 36(1) requires ASPSPs to grant
TPPs data access which is equivalent to their
own, by:
• providing AISPs with the same information
on the relevant payment account and
transactions which is available to the
customer when directly using the ASPSPs
services (though not including sensitive
payment data);
• providing PISPs, after receipt of the payment
order, with the same information on the
initiation and execution of the payment
transaction which is available to the
customer when the transaction is directly
initiated by them; and
• providing CBPIIs and PISPs with a yes/
no confirmation of whether the amount
necessary for the execution of a payment
transaction is available on the payers account.
6.2. When this data access is disrupted (whether
this is due to issues arising during identification,
authentication or the actual exchange of data)
the ASPSP must notify TPPs and explain the
reason..
FCA guidance
6.3. See paragraphs 17.20 – 17.39 FCA AD .
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Commentary
A couple of key points to note about data exchanges are
as follows:
Sensitive payment data
• The definition of sensitive payment data
includes personalised security credentials,
which could be used to carry out fraud. In
certain circumstances, an ASPSP may request
that a customer provides certain payment
account data (such as their credit limit) or
transaction information (such as the last 3
transactions made from an account) in order
to verify that customer’s identity. This might
be because the customer has forgotten their
online banking security credentials. Whilst
this information is used, usually alongside
other personal information, to verify the
identity of the customer it is usually not
acting as the customer’s personalised
security credentials (e.g. a knowledge
factor). Therefore, this information should
not be withheld from AISPs on the basis it
constitutes sensitive payment data.
• It is clear in PSD2 that an account number
does not constitute ‘sensitive payment data’.
However, in relation to payment initiation
services, the EBA have also confirmed that
there is no need for an ASPSP to pass to a
PISP a list of the PSUs available accounts,
as this is not required for the initiation of
a payment where the PSU specifies the
account from which the transaction should
be made from.
Confirmation of funds
6.4. The EBA has clarified in its Opinion at paragraph
22 that Art. 36(1)(c) of the RTS applies to PISPs
as well as CBPIIs. This provision requires ASPSPs
to provide an immediate ‘yes/no’ confirmation
on the availability of funds for the execution
of a payment transaction. In giving a ‘yes/no’
response, ASPSPs must take into account not
only the available balance of the account, ‘but
also any overdraft and also any other data
that the ASPSP uses to determine whether to
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execute a payment of one of its own customers,
for instance any incoming/outgoing payments
that will affect the balance or overdraft.’
6.5. The application of confirmation of funds
requirement to all PSPs under the RTS has
caused some confusion. The EBA has sought
to clarify the requirement. However, there is
still some concern over the extent to which
Regulation 68 PSR will also apply to PISPs. In our
view, PSR 68 remains applicable only to CBPIIs
and the EBA opinion is referring only to Art 36(1)
(c) of the RTS.
6.6. The EBA also explains that if an ASPSP does not
or cannot ‘adequately respond’ to a request for
a ‘yes/no’ response from a PISP (including by
taking into account any overdraft or other data
as described above), then it should give the PISP
‘the possibility of accessing the necessary data
themselves, so as to allow them to make their
own judgements on the sufficient availability of
funds.’ The FCA have stated in paragraph 17.27
FCA AD that they do not believe that PISPs
will need additional authorisation as an AISP in
order to access this information. However, the
FCA do expect the PISP to obtain the payer’s
explicit consent, in advance, if it intends to make
confirmation of funds request, rather than on a
transaction by transaction basis. The scope of
the PISP service which the customer agrees to
will need to be carefully defined to ensure such
explicit consent is obtained.
6.7. In our view, just because an ASPSP has provided
a ‘yes’ confirmation to the availability of funds, it
is under no obligation to allow any subsequent
execution of transaction to be debited (e.g.
if sufficient funds are no longer available at
the time the payment order is received). The
response given should reflect the state of the
customer’s account at the time the request for
confirmation is received which may not be the
same time as the payment order is presented by
the PISP.
AISP access
6.8. 6.8. AISPs must have mechanisms in place
which prevent access to information other than
that from the designated payment account(s)
and data that the customer has provided explicit

UK Finance

PSD2 Guidance: Section 1

consent to access and use for the provision of
the services requested. It is important that the
AISP defines its service carefully as information
cannot be used for other purposes.
6.9. AISPs are also subject to access restrictions in
that they may only access such information
when either:
• the customer is actively requesting such
information; or
• if the customer is not actively requesting
information, no more than four times in a
24 hour period, unless a higher frequency is
agreed between the AISP and ASPSP (with
the customer’s consent).
6.10. In our view, the limit on access within a 24 hour
period is a hard limit which must be enforced
by ASPSPs and AISPs as both are under an
obligation to communicate securely and provide
access in accordance with the RTS. There is no
legal barrier to an ASPSP commercially agreeing
for an AISP to do this more frequently, but this is
subject to a separate agreement or contract.
6.11. We think it would be possible for an ASPSP to
grant the relevant consent to do this within
its general API specification (with the effect
that it can then apply to all AISPs who access
information via the API, provided the consent
made it clear that it would only apply if the
AISP has obtained customer consent to access
more frequently. This agreement would need to
formalised between the ASPSP and the AISP.
6.12. Where information is provided in data sets or
clusters, a request will be counted on the basis
of communication sessions. This means that
if an AISP has customer consent to access 4
data sets, it can request all 4 data sets in one
communication session or it may ask for two
data sets and come back at a later time and in a
separate session to access the other two. In this
latter situation, this would count as two access
requests.

7.
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7. Security of communication session (RTS 35)
Principle
7.1.

7.1.
When exchanging data via the internet,
ASPSPs and TPPs must ensure that secure
encryption (i.e. using strong and widely
recognised encryption techniques) is applied
between the communicating parties in order to
safeguard the data.
FCA guidance

7.2. See paragraphs 17.20 FCA AD.
Commentary
7.3. Ensuring secure communication sessions will
involve using clear references to distinguish
different requests from the customer.
7.4. Any communication of personalised security
credentials and authentication codes must not
be readable by any staff of a PSP involved in
the communication session. If confidentiality
is compromised, then the PSP involved must
immediately inform the customer.
7.5. In the interests of security, TPPs must keep
access sessions as short as possible and
actively terminate the session when the action
requested by the customer has been completed.
If any TPP sessions are run in parallel with
customer sessions established, then these must
be securely linked to ensure no messages or
information are misrouted.
7.6. Any dispute about the security of the
communication session would need to be
resolved by the relevant parties as it is not
within the scope of these RTS.
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Contingency measures for a dedicated interface
Principle
8.1. Where the ASPSP uses a dedicated interface
to permit access by TPPs, Article 33(1) of the
RTS requires the incorporation of contingency
measures in its design to be triggered in the
event of:
• non-compliant performance of the interface;
or
• unplanned unavailability, a systems
breakdown (this may be presumed to have
arisen when five consecutive request for
access to information for the provision of PIS
or AIS are not replied to within 30 seconds).
Such requests can be from the same TPP or
from different TPPs.
8.2. The contingency measure must include:
• a strategy and communications plan for when
its dedicated interface stops complying with
the requirements of RTS Article 32, or there is
unplanned unavailability of the interface or a
systems breakdown; and
• a ‘contingency mechanism’ - if a TPP cannot
access a customer’s online payment account
via the dedicated interface it must instead be
able to obtain access through the customer
interface until the dedicated interface is
restored. The customer interface must
meet the Article 30 requirements for access
interfaces when used as a contingency
mechanism.
FCA guidance
8.3. See paragraphs 17. 97 – 17.172 FCA AD .
EBA guidance
8.4. See EBA’s Consultation Paper on Draft Guidelines
on the conditions to be met to benefit from an
exemption from contingency measures under
Article 33(6) of Regulation (EU) 2018/389.
Commentary
8.5. The requirement to build a contingency
mechanism has come about following intensive
lobbying by both ASPSPs and TPPs over “screen
scraping”. ASPSPs have favoured the banning
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of screen scraping on the basis of security
and costs. The TPPs on the other hand, have
favoured the use of screen scraping as a way
of continuing to provide their existing services
without disrupting existing and well established
business models. The result is a hybrid which
essentially enables a form of screen scraping
coupled with TPP identification (known as
‘screen-scraping plus’) for situations where a
dedicated interface does not function properly.
8.6. What all of this means is that the RTS still gives
ASPSPs a choice to enable access via one of
two interfaces; either a dedicated interface,
or enabling access via the customer interface
which meets the requirements of the RTS.
Where an ASPSP decides to implement a
dedicated interface, it will also have to create
access via the customer interface, together
with enabling TPP identification, which will
then serve as a ‘fallback’ mechanism in case the
dedicated interface does not work properly.
Some people view the contingency mechanism
as being the same as a modified customer
interface. However, in our view, the contingency
mechanism does not need to meet the same
standards as the modified customer interface,
The Contingency mechanism just needs to:
• enable TPPs to be identified; and
• enable the TPP to rely on the authentication
procedures provided by the ASPSP to the
account holder.
Essentially, the contingency mechanism is just
something that needs to switch on the direct
customer interface should the dedicated
interface fail.
8.7. There is however a possibility for ASPSPs
to obtain an exemption from providing a
contingency (‘fallback’) mechanism. Please note
that the exemption is from the so called ‘fall
back mechanism’ and not from the contingency
measures more generally. ASPSPs will still need
to put in place certain measures and procedures
should its dedicated interface fail to perform in
accordance with the RTS. National competent
authorities will be able to provide such
exemptions from 3 months or more before the
RTS come into effect.
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Conditions for exemption from the contingency
mechanism
Principle
9.1.

Under Article 33(6), the FCA will exempt ASPSPs
from the requirement to have a contingency
mechanism if the ASPSP can demonstrate it
has met certain conditions. To meet these
conditions, the dedicated interface must:
• comply with the obligations in Article 32
(described above);
• be designed and tested in accordance with
Article 30(5) and to the satisfaction of TPPs;
• have been widely used for at least three
months by TPPs; and
• have had all problems related to it resolved
without undue delay.

9.2. If any of these conditions are not met by the
ASPSP for more than two consecutive calendar
weeks, then the FCA is required to revoke
the exemption. Upon the revocation of the
exemption, the ASPSP will have 2 months to
then establish a contingency mechanism.
EBA guidance
9.3. The EBA draft Guidelines on the conditions
to be met to benefit from an exemption from
contingency measures under Article 33(6) of
Regulation (EU) 2018/389 (the EBA Exemption
Guidelines) set out how competent authorities,
such as the FCA, should approach exempting
ASPSPs from having to build an additional access
interface that TPPs would use in the event there
is a problem with the main ‘dedicated interface’.
FCA guidance
9.4. The FCA will assess applications for exemption
against the conditions set out in the EBA
Exemption Guidelines. The FCA may assess an
ASPSP as meeting the Article 33(6) conditions
where the ASPSP is compliant with Guidelines
2-8.
9.5. The FCA have also provided guidance on the
information they require from the ASPSP in
order to process the request for exemption. See
paragraphs 17.102 – 17.172 FCA AD.
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Commentary
9.6. Firms do not have to provide this ‘contingency
mechanism’ if the FCA are satisfied that their
dedicated interface meets the criteria for
exemption set out in the SCA-RTS, the EBA
Exemption Guidelines and the FCA guidance.
The form ASPSPs must use to apply for
exemption from the contingency mechanism is
specified in SUP 15C Annex 1 (currently in draft).
9.7. An ASPSP which uses the same dedicated
interface for different brands need only submit
one application to the FCA. Equally, where a
group of ASPSPs operate the same dedicated
interface within the UK, only one application
needs to be sent to the FCA. If different
legal entities in the same group use the same
dedicated interface in each of the EU member
states in which they operate, our view is that
each entity must apply to its home regulator
for exemption. However, where an ASPSP has
its head office located in the UK and uses its
passport rights to operate from branches in
other EU member states, it will need issue an
application for exemption to the FCA (as its
home state competent authority), in relation
to the same or different dedicated interfaces
used by it and those branches. It would also be
prudent to inform the host National Competent
Authorities of its operations.
9.8. The FCA have set out a list of 28 information
requirements (denoted as Q1 – 28) in order
to assess whether the EBA Guidelines for
granting an exemption from the contingency
mechanism have been met. UKF is drafting
some model answers to help firms develop their
applications. Therefore, we have not provided
further guidance on the FCA requirements here.
However, there are a couple of requirements,
which in our view, warrant additional guidance:
Design and testing to the satisfaction of the PSPs
(Guideline 6):
• • The dedicated interface must be designed
and tested in accordance with Article 30(5) of
the RTS to the satisfaction of PSPs that use
the testing facility. The FCA require various
confirmations and information in order to
determine whether the criteria for testing
have been met.
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• The EBA Guidelines require testing facilities
to allow for testing the ability to exchange
the e-IDAS certificates by authorised TPPs.
The FCA have stated that the absence of
such certificates should not preclude TPPs
from using the testing facility. Therefore,
should an authorised TPP have obtained
a relevant e-IDAS certificate, it must have
a means of testing the exchange of that
certificate. The EBA have recently gone
further than this and explained that, in their
view, any dedicated interface should offer
the use of e-IDAS certificates for the purpose
of testing.
• Helpfully, the FCA have confirmed that not
all payment account products need to be
reachable through the testing facility to meet
the testing criteria. It is sufficient for the
main functionality to be available for testing
immediately and even at the time an ASPSP
is considering submitting its application
for exemption from the contingency
mechanism. For example, more frequently
used functionality such as initiating faster
payments should be prioritised for the
purposes of testing. Lesser used functionality,
for example if international transfers are not,
or will not be, common place, these could
be tested later. In our view, it is important
for an ASPSP to have a plan for testing all
functionality which it can share with the
FCA, even if all functionality has not available
in the test environment at the time of
submitting an application for exemption
• According to the FCA the testing facility
‘should’ enable AISPs and PISPs to test
planned strong customer authentication
scenarios/authentication flows so that they
can be accommodated in their software
and applications. In our view, it would
be reasonable for firms to make such
functionality available for testing where it
is already in use by the customer via their
direct channel. However, a firm would not
need to disclose planned (and potentially
market sensitive) functionality until it is
launched.
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Wide usage of interface (Guideline 7):
• Clearly there are some practical difficulties
in demonstrating wide usage before 14
September 2019, and after that, before the
launch of a new proposition – given delivery
times and market sensitivity. Other practical
concerns, at present, relate to there not
being enough TPPs available in the market, or
willing to test a particular ASPSPs dedicated
interface, in order to satisfy the ‘wide usage’
test. The FCA will also consider conformance
testing with an industry standard to help
demonstrate the dedicated interface is
available for use, when the ASPSP has not
been able to demonstrate wide use by TPPs.
An ASPSP must also provide evidence that
it has made all reasonable efforts to ensure
wide usage of the dedicated interface
by communicating the availability of the
production interface and by directly seeking
engagement with known market actors.
However, it is incumbent on ASPSPs to
ensure it can evidence that it has promoted
the dedicated interface via various media
such as social media, its website, and reached
out to market actors.
• If an ASPSP is part of a group which uses
the same dedicated interface, and those
other group companies are located in other
Member States, the FCA is permitted to
consider usage of the interface in those
other Member States when deciding
whether ‘wide usage’ has been met.
• Post 14 September 2019, firms wishing to
launch a new dedicated interface and benefit
from the exemption from having to build the
contingency mechanism will need to ensure
they have built into their implementation
programmes, sufficient time to test the
dedicated interface for six months and to
demonstrate wide usage of the production
interface over a three month period, which
can run concurrently with the testing phase.
These requirements will apply to the launch
of a new dedicated interface to enable a TPP
to build their platform. These requirements
will not apply to the launch of additional
functionality (e.g. additional authentication
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routes). For example, if a ASPSP currently
has a browser based online banking platform
which customers can access directly and
has enabled TPP access to its dedicated
interface using SCA processes that apply to
that platform, if it then decides to launch
a mobile banking app which has different
SCA processes, this new authentication
route will not be subject to six months
testing requirement. It is sufficient for the
API specification published on the website,
and available on request, to be updated with
details. Such information must be made
available not less than 3 months before the
change is implemented.
Applying for exemption
9.9. Although not clear in the FCA guidance, which
focuses on pre- 14 September 2019 plans, it is
expected that firms can apply for the exemption
at any time if they are launching new online
channels which are required to meet the RTS
requirements on open access.
Revoking exemptions
• Under SCA-RTS Article 33(7) the FCA is
required to revoke an exemption where
the dedicated interface does not comply
with the RTS requirements or any problems
are not resolved in a timely manner for
more than 2 consecutive calendar weeks. If
an exemption is revoked, the ASPSP must
establish the contingency mechanism within
2 months.
• If an ASPSP request for an exemption
is denied, that ASPSP should have the
contingency mechanism (the “fallback”)
in place by 14 September 2019. There will
be no grace period so it is important that
conversations with the FCA take place as
soon as possible.
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10. Denying access to AISP and PISPs
Principle
10.1. An ASPSP can deny an AISP or PISP access to a
payment account for reasonably justified and
duly evidenced reasons relating to unauthorised
or fraudulent access to the payment account
by that AISP or PISP or the unauthorised or
fraudulent initiation of a payment transaction.
10.2. When an ASPSP denies an AISP or PISP access to
a payment account it must notify the customer
of the denial and the reason. The ASPSP must
also must immediately report the incident to
the FCA.
FCA guidance
10.3. See paragraphs 17.43 – 17.49 FCA AD.
PSD2 derivation
10.4. Regulation 71(6) – (10) PSR derives from Article
68(5)-(6) PSD2; the scope provisions of regulation
71(6)-(10) reflect the scope provisions of Article
68 (5) and (6) PSD2.
Commentary
10.5. The ASPSP must have an objective justification
for, and appropriate evidence to support, a
suspicion that fraudulent or unauthorised access
by each individual AISP/PISP has occurred or will
occur. This is a higher standard that prima facie
evidence of fraud. The ASPSP will also need a
communication channel for their customers to
notify them about unauthorised access by AISPs
and PISPs
10.6. The ASPSP must restore access to the AISP or
PISP as soon as the reasons for denying access
no longer exist.
10.7. An ASPSP is required to notify the FCA
immediately when it denies a TPP access to
a customer’s accounts. Where a bank would
refuse payment orders or information requests
of a customer on a direct channel for legitimate
reasons, they are not required to notify the FCA
for denying access to a TPP.
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CBPIIS: CONFIRMATION OF
AVAILABILITY OF FUNDS
FOR CARD-BASED PAYMENT
INSTRUMENT ISSUERS
Principle
10.8. An ASPSP must provide a CBPII with a ‘yes’
or ‘no’ answer immediately on request as to
whether an amount necessary for the execution
of a card-based payment transaction is available
on the payment account of the payer. However,
it does not apply to payment transactions
initiated through card-based payment
instruments on which electronic money is
stored.
FCA guidance
See paragraphs 8.158 – 8.165 FCA AD.
PSD2 derivation
Regulation 67 PSRs 2017 derives from Article 65
PSD2.
Scope of application
10.9. The application of these requirements to (1)
all ASPSPs; (2) that offer payment accounts
in relation to which card based payment
instruments have been issued by another PSP;
(3) which are accessible online are generally
understood. Guidance on what ‘accessible
online’ means is provided above. The CBPII
must obtain explicit consent from the payer to
request the confirmation of funds information.
Guidance on explicit consent is also provided
above.

UK Finance

Commentary
How it works
1. Consumer signs an agreement with another
PSP that offers the alternative debit card and
issues the new debit card with the necessary
credentials (PIN code = strong authentication)
2. The consumer gives consent to his bank,
identifying the PSP to whom if addressed
the bank should give the answer on the
availability of the funds
3. At POS with the merchant the consumer
initiates the card payment by entering his PIN
code (strong authentication)
4. The Merchant’s PSP (Merchant’s bank)
requests the confirmation on the availability
of funds to the PSP who issued the payment
card
5. The PSP requests the confirmation on
availability of funds to the Consumer’s bank
where the consumer’s account is
6. The Consumer’s bank gives a simple yes/no
answer about the certain amount of funds to
the PSP
7. The PSP sends the answer to the Merchant
via the Merchant’s bank and the card
transaction at the POS can be concluded or
denied in the case of insufficient funds
8. Meanwhile, if agreed with the consumer,
his bank sends him information that there
has been a request of confirmation on the
availability of funds from a specific PSP and
the answer that it gave
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The requirements
10.10. These requirements apply where an account
is accessible online. As with AIS and PIS,
whether an account is ‘accessible online’ is not
dependent on whether a customer has decided
to access online banking services for their
account. Therefore, an ASPSP cannot deny a
CBPII confirmation of the availability of funds,
on the basis the customer has not registered
for online banking. An ASPSP can only deny
providing such information if the request from
the CBPII is made in relation to an account of
the type which that ASPSP does not provide
online services for.
10.11. The FCA has stated that the requirement for the
ASPSP to respond “immediately” to a request
from a CBPII means that the response should be
“sufficiently fast so as not to cause any material
delay in the payment transaction”. Therefore,
ASPSPs may need to review their systems and
processes to ensure they are able to respond to
requests quickly (the response time should be
benchmarked against response times for card
authorisations through card scheme networks).

Merchant

10.12. The CBPII must have explicit consent from the
customer in order to make such requests. The
card holder must also have provided its consent
to the ASPSP before the CBPII makes its first
request for a confirmation. A CBPII will therefore
need to ensure that the customer has provided
this consent to its ASPSP before it starts making
requests. Such consent must be explicitly given
by the customer to the ASPSP. It is not sufficient
to include a blanket consent in the customer
framework contract.
10.13. If the payer requests, the ASPSP must also
inform the payer of the PSP which made the
request and the answer provided. However, an
ASPSP must not include with a confirmation
a statement of the account balance or block
funds on a payer’s payment account as a
result of a request for confirmation of funds.
Depending on the model, the confirmation
request will be provided separately to a preauthorisation request which can be requested
through the card schemes. In other models, the
card based payment instrument, will trigger a
credit transfer or direct debit using a QR code
or some other proxy for a customer’s unique
identifier.
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10.14. Recital 68 of PSD2 most clearly explains the
model that can often be associated with a CBPII.
It states:
“The use of a card or card-based payment
instrument for making a payment often
triggers the generation of a message confirming
availability of funds and two resulting payment
transactions. The first transaction takes
place between the issuer and the merchant’s
account servicing payment service provider,
while the second, usually a direct debit, takes
place between the payer’s account servicing
payment service provider and the issuer. Both
transactions should be treated in the same way
as any other equivalent transactions. Payment
service providers issuing card-based payment
instruments should enjoy the same rights and
should be subject to the same obligations
under this Directive, regardless of whether or
not they are the account servicing payment
service provider of the payer, in particular in
terms of responsibility (e. g. authentication)
and liability vis-à-vis the different actors in the
payment chain.”
10.15. Essentially, the use of a card issued by a CBPII
will trigger a request for confirmation of funds
from the ASPSP. Then two payment transactions
are initiated. The first, using the card issued by
the CBPII to the customer for the purchase of
goods or services from a merchant; and the
second for the repayment of the CBPII from the
customer’s account held with the ASPSP.
10.16. It is our view that the requirements in Regulation
68 PSR do not apply to PISPs. According to the
EBA, RTS Article 36(1)(c) applies to PISP as well
as CBPII but to help PISPs manage the any nonexecution risk. The application of Article 36(1)
(c) to PISPs derives from the EBA and the RTS, it
does not derive from the Directive. [However,
UK Finance view that this is good practice to
ensure PISP’s can operate effectively where
this is based on a payment that is not a single
immediate payment. In other words, we do not
think it is necessary from a practical perspective
for an ASPSP to offer confirmation of availability
of funds for PISPs when it relates to a Faster
Payment or SCTinst transaction

Application of the RTS to CBPII services
APPLICATION
OF THE RTS TO
CBPIISPSR/RTS
ARTICLE

REQUIREMENT

Reg 68

Enabling CBPIIs to request confirmation of
funds from payment accounts accessible
online
ASPSPs that offer a payment account
which is accessible online shall have in
place one interface which enables CBPIIs
are able to identify themselves to that
ASPSP.
ASPSPs shall ensure their interfaces follow
standards of communication issued by
European standardisation organisations.
Technical specifications should be
available to CBPIIs by 14 March 2019.
Any changes to the technical
specifications must be communicated
to CBPIIs at least 3 months before the
change is implemented.
ASPSPs will need to make a testing facility
available to CBPIIs by 14 March 2019.
ASPSPs can create a dedicated interface
or modify a customer interface in order
to enable CBPIIs to identify themselves to
that ASPSP.
Where an ASPPS chooses to use a
dedicated interface, it must ensure that
it offers the same level of availability and
performance as the interface used by
customers.
ASPSPs shall put in place contingency
measures should the dedicated interface
not perform or there is unplanned
unavailability or a systems breakdown.
ASPSPs can apply for an exemption from
the contingency mechanism.
ASPSPs must accept e-IDAS certificates
from CBPIIs as a way of identifying them.
Security of communication sessions must
mitigate the risk of any misdirection
of communication to other parties,
distinguish several requests from the same
payment service user or users and for the
confirmation of funds, unambiguously
reference the amount necessary for the
card based transaction.

Art 30(1)

Art 30(3)

Art 30(4)

Art30(5)
Art 31

Art 32(1), (2)
and (4)

Art 33

Art 34
Art35

Art 36(1) and
(2)

ASPSPs shall provide CBPIIs with a ‘yes’
or ‘no’ confirmation of the availability of
funds.
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ANNEX 1:
DENIAL OF ACCESS
PSD2 GUIDANCE: REGULATION 71(8) REPORTING SCENARIOS
This document provides guidance to the industry regarding the reporting requirements of Regulation 71(8) of the
Payment Service Regulations (PSRs). It outlines a number of scenarios where reporting to the FCA might be considered
by an institution and provides guidance as to whether such reporting would be considered appropriate through the
mechanism of NOT 003. It does not provide guidance on whether these illustrative scenarios may be considered a
legitimate reasons for a specific restriction of access; merely whether such scenarios should result in the completion of
a report to the FCA via NOT 003. All firms are reminded of their other reporting obligations, for instance those required
for the FCA REP 020 (statistics on the availability and performance of a dedicated interface), suspicious activity reports
(SARs), sanctions policies and reporting etc.
It should be noted that any scenarios discussed within this document are provided as guidance only and firms are
reminded to consider the guidance that the FCA have produced on this issue, particularly Chapters 13 and 17 of the
FCA’s “Payment Services and Electronic Money - Our Approach” document. In particular, paragraphs 17.42-17.50 outline
the requirements on banks denying access to TPPs; deriving from Regulations 71(7) and 71(8) of the PSRs.
Please note that the abbreviation TPP (Third-Party Provider) includes any firm defined as an AISP (Account Information
Service Provider), PISP (Payment Initiation Service Provider) or CBPII (Card Based Payment Instrument Issuer).

#

1

2

SCENARIO

DENIAL
OF
ACCESS

Fraud
TPP blocked by ASPSP due to suspicious Yes
activity, actual fraud or other risk
factors, covering, for instance:
- TPP data breach
- Loss of client secret
- Fraudulent payments initiated by PSU
or via TPP
- Unusual PSU account activity
- PSU data exposure through other
market failure (email/password
exposure)
- Security software or hardware for TPP,
ASPSP or client management software
becoming compromised
PSU blocked by ASPSP due to suspicious No
activity, actual fraud or other risk factors

NOTIFY
FCA

NOTIFY
PSU

NOTES

Yes

Yes

Fraud risk and legitimate
reason for notifying the FCA.

No

No

PSRs Reg 69(2)(c), 82(1) and 82(2)
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DENIAL NOTIFY
OF
FCA
ACCESS

NOTIFY NOTES
PSU

No
No

No
No

No
No

RTS on SCA and CSC Article 34
TPP non-adherence to API
specifications does not constitute
denial of access.

No

No

No

FCA Payment Services and Electronic
Money Approach 17.42

No

No

No

Cf. PSRs Reg 69(2)(c), 82(1) and
82(2). ASPSPs may have existing
mechanisms for notifying the PSU of
low balance.

No

No

No

PSRs Reg 69(2)(c), 70(2)(b) 82(5).
Regulation 71 “does not diminish an
ASPSP’s ability to refuse payment
orders or information requests made
through AISPs or PISPs for legitimate
reasons which would have led them
to refuse those orders or requests
from the customer themselves”.

No

No

No

9

Unplanned outage of API channel: API or No
SOR outage (generating a 500 error) due
to a technical error

No

No

10

Planned downtime of direct channel

No

No

No

11

Unplanned outage of direct channel

No

No

No

12

PSU, and/or the TPP operating on
behalf of the PSU, fails to authenticate
multiple times and hits cross-channel
authentication protection limits

No

No

No

If the system is down this isn’t a
denial of access but unavailability
of the system; ASPSPs may have
existing methods of informing
the PSU of planned or unplanned
downtime of a specific channel.
If the system is down this isn’t a
denial of access but unavailability
of the system; ASPSPs may have
existing methods of informing
the PSU of planned or unplanned
downtime of a specific channel.
If the system is down this isn’t a
denial of access but unavailability
of the system; ASPSPs may have
existing methods of informing
the PSU of planned or unplanned
downtime of a specific channel.
If the system is down this isn’t a
denial of access but unavailability
of the system; ASPSPs may have
existing methods of informing
the PSU of planned or unplanned
downtime of a specific channel.
PSRs Reg 69(2)(c), 70(2)(b)

3
4

5
6

7

8

SCENARIO
PSD2 Compliance
TPP holds invalid eIDAS certificate
TPP fails checks against industry
directory service (e.g. PRETA and
OBIE directories and including other
directories that may emerge over time)
TPP regulatory permission has been
revoked and the eIDAS and PRETA/OBIE
directories have not yet been updated
Denial of PIS due to insufficient funds

Unlawful operations and sanctions
Completion of TPP request is not
possible due to national or international
law, including the application of any
sanctions requirements on a TPP or PSU

Operational
Planned downtime of API channel: APIs
disabled
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#

SCENARIO

DENIAL NOTIFY
OF
FCA
ACCESS
No
No

NOTIFY NOTES
PSU

13

Unauthorised access (401 error), such as:
- Incomplete request / invalid url
- TPP uses another TPP’s access
- Expired token

14

Service unavailable due to operational
No
considerations, such as a spike arrest
(429 error) to prevent the system being
flooded with TPP requests (based on per
second/minute API threshold exceeded),
concurrent API calls received

No

No

15

Incorrect scope requested in token (e.g.
403 error) due to misconfiguration of
technical systems

No

No

No

16

Incorrect scope requested in token (e.g.
403 error) due to a deliberate attempt
of a TPP to access payment account
without customer authorisation

Yes

Yes

Yes

No

TPP not adhering to API
specifications does not constitute
denial of access. However, if a TPP is
thought to be deliberately misusing
the interface specifications or using
other security credentials in an
attempt to gain access to customer
data, this may be considered as a
fraudulent action on behalf of the
TPP and justify a notification to the
FCA.
In order to appropriately manage
the Open Banking ecosystem and
protect against events such as
Denial of Service (DoS) attacks,
operationally an ASPSP may put
certain limits surrounding the use
of their interface by TPPs. Under
normal load, it is not expected that
these limits will be reached, however
there may be times when these
limits are temporarily reached. Long
term unavailability due to these
measures should be handled by an
ASPSP similarly to scenario 12.
Where denial of service results
from a technical refusal due
to an incorrect authorisation
token provided by the TPP for
the scope of services requested
from the ASPSP, the TPP and
ASPSP should investigate the
cause of the error and, where
the cause is a misconfiguration
of technical systems, resolve
the misconfiguration and ensure
authorised access to any requested
services. Where an ASPSP
understands the PSU to have
withdrawn access authorisation
for that TPP, this should be
communicated with the TPP.
Should an ASPSP not be able to
engage with the relevant TPP and
believe the attempt to be a wilful
and deliberate attempt to gain
unauthorised access to a PSU’s
payment account, the ASPSP should
notify the FCA of this refusal and
ongoing denials of access.
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#

SCENARIO

17

PSU revokes TPP access in the access
dashboard via the ASPSP

18
19
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Denial of TPP due to presence of
malicious software code or hardware on
TPP technical infrastructure
Denial of TPP due to presence of
malicious software code or hardware on
PSU device

DENIAL NOTIFY
OF
FCA
ACCESS
Yes
Yes

NOTIFY NOTES
PSU
Yes

Yes

Yes

Yes

No

No

No

In the event that a payment service
user revokes TPP access through
an ASPSPs access dashboard, the
ASPSP may legitimately deny access
on Reg 71(7) grounds. Members are
recommended to note in box 5(c)
of NOT 003 the following reason:
“Authorisation revoked by PSU
through access dashboard.”
Note: In the event that volumes
of reports due to this scenario are
high, UK Finance may wish to discuss
alternative options with ASPSPs.
Constitutes serious potential breach
of TPP warranting reporting to the
FCA.
While a serious potential breach
of PSU security, would not meet
threshold of denial of access for
a TPP. Current customer comms
already exist for this scenario.

