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1

UK Finance are providing this guidance to assist the industry in
implementing the requirements under the revised Payment Services
Directive (PSD2) and the accompanying Regulatory Technical
Standards on strong customer authentication and common and secure
communication which apply from 14 September 2019.
UK Finance is the collective voice for the banking and finance industry. Representing
more than 250 firms across the industry, we act to enhance competitiveness, support
customers and facilitate innovation.
This guidance is written and provided for general information purposes only and
does not constitute legal advice. It is not intended, and should not be used or relied
upon, as a substitute for taking appropriate legal advice, and such advice should be
taken before acting on any of the topics covered. Neither UK Finance nor Addleshaw
Goddard LLP and Osborne Clarke LLP accept any liability to any third party in relation
to the contents of this document, and any opinions expressed in this document are
the opinions of UK Finance.
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INTRODUCTION TO
OPEN ACCESS
This section considers the requirements on TPPs more
specifically. However, it should be read in conjunction with
Section 1 – ASPSP guidance. Please note, references to the
FCA Approach Document relate to version 4 of the FCA’s
document titled ‘Payment Services and Electronic Money
– Our Approach’, dated June 2019.

Scope of application
1.4. The application of these requirements to all
ASPSPs that offer payment accounts which are
accessible online are generally understood.
Payment initiation

OBLIGATIONS ON PISPS
1.

Right to initiate a payment
Principle
1.1.

Regulation 69 is the enabling provision giving
a PISP the right to initiate a payment from a
customer’s online payment account, with their
explicit consent. It then sets out obligations
on the PISP in relation to the provision of the
payment initiation service. Notably, the PISP
must not hold a payer’s funds in connection with
the PIS at any time. A PISP must communicate
with an ASPSP in accordance with the RTS.
FCA guidance

1.2. See paras 8.151, 17.56, 17.159-17.161 and 17.73 of the
FCA Approach Document.
PSD2 derivation
1.3. Regulation 69 PSRs 2017 derives from Article
66 PSD2; the scope provisions of regulation
69(3) reflect the scope provisions of Article
66 (3) PSD2. Recital 30 PSD2 provides some
commentary on the ability for TPPs to rely
on the authentication procedures provided
by ASPSPs. Recital 31 PSD2 provides some
commentary regarding the prohibition on a PISP
from holding funds.

Commentary
1.5. A PISP is permitted to initiate payment
transactions on behalf of customers, with the
customer’s explicit consent. A PISP should be
able to initiate the same type of payments as
a customer can initiate via an online channel;
this will include immediate payments, foreign
currency payments and regular payments (e.g.
standing orders). A PISP should be able to initiate
all of the same payments a customer can initiate
online, irrespective of the channel they are using
to access. For example, if a PISP is providing an
app-based platform, it should be able to initiate
the same payments as a customer can initiate
via their mobile banking app and/or their online
browser banking service.
1.6. In order to enable customers to give ‘explicit
consent’ in accordance with the PSRs 2017, the
FCA has confirmed that the consent should be
clear, specific and informed and must be given in
accordance with Regulation 67 PSRs.

PISP must not request any information from a
payer except information required to provide the
PIS
1.7.

A PISP is only permitted to request information
from the payer required in order to provide the
payment initiation service. The FCA AD 17.2917.30 details the provision of information from
the ASPSP to the PISP (pursuant to Reg.69(2)(b)),
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and in this context, the FCA considers regulation
45 of the PSR’s information parameters
applicable. Information requested from the PISP
to the payer is detailed in 17.24.
1.8. Information must include:
• a reference enabling the payer to identify the
payment transaction and, where appropriate,
information relating to the payee;
• the amount of the payment transaction in
the currency used in the payment order;
• the amount of any charges for the payment
transaction payable by the payer (to the
payer’s ASPSP) and, where applicable, a
breakdown of the amounts of such charges;
• where an exchange rate is used in the
payment transaction (by the payer’s ASPSP)
and the actual rate used in the payment
transaction differs from the rate provided
prior to the initiation of the payment PSR
43(2)(d)), the actual rate used or a reference
to it, and the amount of the payment
transaction after that currency conversion;
and
• the date on which the ASPSP received the
payment order.
1.9.

An EBA Q&A also confirmed that ASPSPs shall
provide or make available the name of the
Payment Service User (PSU), if it is necessary
for the provision of the PIS or the account
information service. The EBA Opinion also
clarifies that the scope of data to be shared with
AISPs and PISPs by the ASPSP under the RTS
does not include the additional details about
the PSU’s identity (e.g. address, date of birth,
social security number) given that those are not
data that are necessary or requested to initiate
a payment or access account information under
PSD2.

ASPSPs are to provide immediate confirmation
of whether or not there are funds available, in
a ‘yes’ or ‘no’ format to a PISP. PISPs may only
request for the ‘yes’ or ‘no’ confirmation when
they intend to initiate a payment. The “yes/no”
must take into account not only the available
balance of the account, but the EBA Opinion
confirms that this also includes any overdraft
and also any other data that the ASPSP uses
to determine whether to execute a payment
of one of its own customers, for instance any
incoming/outgoing payments that will affect the
balance or overdraft.
1.11. This means a PISP should not request access to
other account information, such as the balance
on the account unless it needs this information
to manage execution risk and the ASPSP is
unable to provide a ‘yes’ or ‘no’ response to a
confirmation of funds request.
1.12. The EBA Opinion and the FCA Approach
Document (para 17.26) have also clarified that
where an ASPSP does not have a system
that enables it to adequately respond to the
confirmation request sent by a PISP, it should
be possible for a PISP to request information
related to the availability of sufficient funds. The
ASPSP should provide or make available to the
PISP the same information the ASPSP would use
itself to determine the ‘yes’ or ‘no’ response.
1.13. A PISP will not need separate authorisation
to obtain the balance in this context as it
is considered to be an essential part of the
payment initiation service to reassure the PISP
that the transaction will be executed.
1.14. In UKF’s view, Regulation 68 PSR will not apply
to PISPs. This text is applicable to CBPIIs only.
It is only Article 36(1)(c) which has been made
applicable to PISPs.

Sensitive payment data
Confirmation of funds
1.10. The EBA Opinion has clarified that RTS Article
36(1)(c) applies to PSPs including CBPIIs and
PISPs, rather than solely CBPIIs. This means that
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1.15. A PISP must not store sensitive payment data
of the payment service user. For example, a
PISP must not store the security credentials of
a customer. There is also no obligation to share
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information which you would not share with a
customer as it is legally sensitive, for example,
money laundering concerns.
2.

Information Requirements
Pre-contract information requirements
Principle
2.1.

Part 6 information requirements for single
payment service contracts do specifically
refer to PISPs. Regulation 43(3) makes specific
provision for disclosure by PISPs prior to
initiation of a payment order.
PSD2 derivation

2.2. Regulation 43(3) PSRs 2017 derives from Article
45(2) and 47 PSD2; the scope provisions of
regulation 43(3) reflect the scope provisions of
Article 45(2) and 47 to a large extent. However,
there is one important difference in that article
45(2) more clearly indicates that the disclosure
requirements for PISPs apply in addition to and
separately to those in Article 45(1).
FCA guidance
2.3. See paras 8.117 and 17.78 of the FCA Approach
Document.
Commentary
2.4. Although a PISP may have an ongoing
relationship with a customer, it does not strictly
cover the making of payments (initiation) so it
is important not to assume that just because
there is an ongoing relationship this then means
there is a framework contract (as defined by
PSRs) which triggers the need to provide the
information in Schedule 4 of the PSRs. Part
6 information requirements for framework
contracts make no specific mention of PISPs.
However, the Part 6 information requirements
for single payment service contracts do
specifically refer to PISPs. Regulation 43(3) makes
specific provision for disclosure by PISPs prior
to initiation of a payment order. We therefore
interpret the PSRs as saying that a single
payment contract is entered into each time PIS
is provided.
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2.5. The drafting of the regulations is slightly
confusing, and one could interpret the
requirements of Regulation 43(3) applying in
addition to the information requirements of
Regulation 43(2). However, we do not believe
this to be the regulatory intention when read in
conjunction with the Directive.
2.6. That said, our recommended approach is to set
out the terms, including the information referred
to in Regulation 43(3), and include the Schedule
4 information requirements as appropriate. It
appears that the FCA supports this view in their
draft Approach Document.
2.7. A PISP should also make available its terms and
conditions in good time before the customer
is bound by those terms and conditions; this
should include the information in Regulation
43(3) and parts of Schedule 4 which are
applicable.
Information requirements after payment initiation
Principle
2.8. Immediately after the initiation of the payment
order the PISP must provide or make available
certain information as set out in Regulation
44(1) to the payer and, where applicable, to the
payee.
A PISP must also provide or make available to
the payer’s ASPSP the reference for the payment
transaction.
PSD2 Derivation
2.9. Regulation 44 PSRs 2017 derives from Article
46 PSD2; the scope provisions of regulation 44
reflect the scope provisions of Article 46.
FCA Guidance
See paras 8.121-8.123 of the FCA Approach
Document.
Commentary
2.10. In accordance with regulation 55(1)(a), single
payment service contract information can
be provided or made available in an “easily
accessible manner” which could be on the
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screen confirming the payment has been
initiated or even on a link. However, if the
customer requests, the information must be
provided or made available on paper or another
durable medium. PISPs will need a process to
enable customers to make such requests.
2.11. Information that can be passed to the payee
should be sufficient to enable the payee to
identify the transaction and the payer.
3.

Unauthorised, non-execution, late execution or
defective execution of payment transactions.
Principle
3.1.

If a payment transaction was initiated through
a PISP it is for the payment initiation service
provider to prove that, within its sphere of
competence, the payment transaction was
authenticated, accurately recorded and not
affected by a technical breakdown or other
deficiency linked to the payment initiation
service.

3.2. If a customer claims that a payment transaction
has not been executed correctly, a PISP must
also prove that the order was received by the
ASPSP at a particular time as requested by the
customer.
PSD2 Derivation
3.3. Regulations 75 and 93 PSRs 2017 derive from
Article 72 and 90 PSD2; the scope provisions of
regulation reflect the scope provisions of the
Articles.
FCA Guidance
3.4. See paras 8.189-8.190, 8.213 and 8.328-332 of the
FCA Approach Document.
Commentary
3.5. A PISP will need to prove to an ASPSP that it
was not responsible for the error and the PISP
will be held responsible if it is unable to prove
that it was not. If a PISP is responsible for the
unauthorised transaction, it must immediately
fully compensate the ASPSP for its losses in
dealing with the customer refund.
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3.6. This will involve the PISP paying the amount
of the unauthorised transaction, the amounts
paid to the customer in compensation and the
ASPSP’s reasonable internal costs in investigating
and dealing with the refund. It would be open
to ASPSPs to calculate their reasonable preestimated costs of running these processes as
an average per enquiry basis and then adding
that cost to the amount that the PISP must pay.
Since these amounts are likely to vary for each
ASPSP, a PISP will not know the costs element to
add to the refunded amount without contacting
the ASPSP. Given the PISP must “immediately”
refund, it is advisable that, where PISPs notify
themselves to an ASPSP for the first time it
should also ensure it obtains details from each
ASPSP of (a) the bank account details that any
refund must be made to; and (b) the amount of
the costs amount the ASPSP will charge or how
the ASPSP will notify the PISP of the amount of
the refund to be made.
3.7. The Open Banking Dispute Management System
(DMS) might be used in order to help facilitate
communication and exchanges of information
between ASPSPs and PISPs/AISPs in relation to
enquiries, complaints and disputes. However,
DMS only provides a means of communication
and evidence gathering between the
organisations in order to assist them in resolving
disputes more efficiently. It does not moderate
the outcome of disputes but provides the tools
to support parties to determine the appropriate
resolution.
3.8. All ASPSPs and PISPS are encouraged to
cooperate as much as possible to resolve issues.
Where resolution is not possible, the matter may
need to be reported to the FCA.
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OBLIGATIONS ON AISPS
4.

Right of access for AISPs
Principle
4.1. Regulation 70 is the enabling provision giving
an AISP the ability to offer an online service
to provide consolidated information on one
or more designated account(s) held by the
customer with another PSP. It then sets out
the obligations on the AISP in relation to the
provision the service.
FCA guidance
4.2. See para 17.17 of the FCA Approach Document.
PSD2 derivation
4.3. Regulation 70 PSRs 2017 derives from Article
67 PSD2; the scope provisions of regulation
70 (3) reflect the scope provisions of Article
67 (2) PSD2. Recital 28 PSD2 provides some
commentary.
Scope of application
4.4. The application of these requirements to all
ASPSPs that offer payment accounts which are
accessible online are generally understood.
What is an account information service?
Commentary
4.5. Looking at the UK definition of an account
information service (AIS), and the PERG Q25A,
the following elements appear to be needed:
• an online service provided to a customer;
• the provision of consolidated information on
one or more payment accounts;
• the payment accounts must be held by the
customer (note the PSRs refer to an account
being held by a PSU, the definition of which
doesn’t quite work here, but we think

this should be read as user of the AIS (aka
customer));
• the payment accounts must be held by the
customer with another PSP or other PSPs;
and
• the information must be provided to the
customer or to the customer and another
person.
4.6. There is some uncertainty about whether this
last point is a requirement under the definition
of AIS given the wording used in the definition
of AIS. It states that the service “includes such a
service whether information is provided (a) in its
original form or after processing; (b) only to the
payment service user or to the payment service
user and to another person in accordance with
the payment service user’s instructions”. The use
of the word ‘includes’ creates the uncertainty.
However, it is our view, having considered the
Directive and guidance from HMT and the FCA,
for the service to be considered an account
information service information obtained must
be provided to the customer.
4.7. Furthermore, in our view, it is sufficient that
information obtained is provided to the
customer. It does not need to be in the same
format which the customer has agreed to be
provided to that other person.
4.8. Where the information obtained by an AISP is
provided to the customer and another person
(for example, because the other person has
requested certain account information in order
to assess the customer for a product or service),
the AISP would need to obtain consent to share
the information with this other person when
obtaining consent to provide the AIS.
4.9. Finally, if information on only one designated
account is being obtained and is provided in
an unconsolidated form, we believe that the
service provider will still be performing an AIS if
all other requirements are met.
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customer for the purposes of initiating that
specific payment.

Obtaining explicit consent
4.10. An AISP must obtain a customer’s explicit
consent to the account information service
and the way in which the account information
is being used as part of that service being
provided. For example, if as part of the
account information service, the AISP will
want to perform some sort of analytics on the
information obtained before providing it to the
customer (and another person in accordance
with the customer’s instructions), the customer
must be made aware of this and their consent
obtained by the AISP.
Access to Information
4.11. The starting point is that an AISP must be able
to access the same information as a customer
would be able to access directly from its ASPSP
about their designated payment account(s).
4.12.
4.13. AISPs must have mechanisms in place which
prevent access to information other than that
from the designated payment account(s) and
such data that the customer has provided
explicit consent to access and use for the
provision of the services requested. An AISP will
need to particularly bear this in mind should
it be required to access information using an
ASPSP’s contingency mechanism or modified
customer interface.
Sensitive payment data
4.14. In contrast to PISPs, the FCA has stated
that where an AISP’s use of the customer’s
personalised security credentials is necessary to
provide AIS, the AISP can store the personalised
security credentials if the AISP has obtained
them directly from the customer, rather than
requesting them from the ASPSP. This means
that an AISP can use these personalised security
credentials when the customer is not present.
However, where the AISP is also a PISP, it could
not use those credentials for the initiation
of a payment service unless provided by the
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Not to use, access or store information unless for
provision of AIS
4.15. AISPs are not permitted to use, access or
store any information for any purpose except
for the provision of the account information
service explicitly requested by the customer.
It is important that the AISP defines its service
carefully as information cannot be used for
other purposes.
4.16.
4.17. In our view, it may be permissible to use the
data for the purposes of assessing the service
and making improvements. Although, on a
strict interpretation of the PSRs this would
not be permissible. In our view, the use of
the information in this way, if such data is
anonymised, would cause little customer
detriment.
4.18. In addition, we understand that AISPs have other
obligations to retain data obtained for audit
purposes which do not sit well with Regulation
70(3)(f) of PSR. There is clearly a disconnect
here between the GDPR and PSRs. In our view,
retaining information for a period of time which
complies with GDPR would be permissible, even
after the provision of the account information
service, as long as the data held relates purely to
the account information service requested by
the customer.
4.19. This is without prejudice to any other
obligations that ASPSPs or AISPs may have, for
example under the EU General Data Protection
Regulation 2016/679 (GDPR), to limit access to
certain personal data.
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Information requirements
Principle
5.1.

Regulation 60 says that a RAISP must provide
a breakdown of all charges payable by the
customer/PSU and such information set out in
Schedule 4 as is relevant to the service provided.
PSD2 Derivation

5.2. Regulation 60 PSRs 2017 derives from Article 45(1)
(c) PSD2.
FCA Guidance
See paras 8.134-8.138 of the FCA Approach
Document.
Comments
5.3. An AISP is not involved in the placing,
transferring or withdrawing of funds. Equally,
it is not involved in the execution of payment
transactions. Therefore, it is not operating
either under a single payment service contract
or a framework contract. An AISP may have
an ongoing relationship with a customer,
however, it does not strictly cover the making
of payments (execution), so it is important
not to assume that just because there is an
ongoing relationship this then means there is a
framework contract.
5.4. Regulation 60 says that a Registered Account
Information Service Provider (RAISP) must
provide such information set out in Schedule
4 as is relevant to the service provided. No
explicit mention is made for AISPs. In the case
of AISPs, a strict reading of the legislation
would lead to the conclusion that neither
the requirements for single payment service
contracts nor framework contracts fit properly.
However, in our view, it would not make sense
to treat AISPs differently to RAISPs in relation to
information requirements. Therefore, we believe
the sensible solution is to assume an intention
that the disclosure requirements for RAISPs and
AISPs are very similar, meaning we should reflect
the approach in Regulation 60 and the FCA’s
interpretation in paragraph 8.136 of the FCA
Approach Document.

6.

UK Finance

Liability
6.1. Since an AISP is not involved in making payment
transactions, the provisions in the PSRs relating
to the allocation of liability for unauthorised
payment transactions do not reference them
(see FCA AD 8.214 and 8.215). However, if an
AISP suffers a data breach that results in the
compromise of customers’ accounts and an
unauthorised transaction arose, while the
ASPSP will be responsible for refunding those
transactions to the customer, it is open to an
ASPSP to claim statutory recompense from the
AISP under Regulation 95 of PSRs. Otherwise,
if there is a different consequence arising from
data loss (e.g. identity fraud, or possibly even
just distress and inconvenience) then in this
situation, the ASPSP would say it had no liability
because it wasn’t involved, and the customer
must claim against the AISP.
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COMPLIANCE WITH THE RTS:
SPECIFIC REQUIREMENTS FOR THE COMMON AND SECURE OPEN
STANDARDS OF COMMUNICATION
This section sets out the requirements in relation to PISPs,
AISPs AND CBPIIs unless stated otherwise.
7.

certificates can be used in certain circumstances
for a limit period. UKF will keep members
updated as discussion progress.

General obligations for access interfaces
7.1.

ASPSPs which provide payment accounts which
are accessible online must provide access to
such accounts to AISPs, PISPs and CBPIIs (TPPs)
by way of at least one interface which enables
such TPPs to identify themselves to the ASPSP
and communicate in a secure way. The interface
shall also allow AISPs and PISPs to rely on all
the authentication procedures provided by the
ASPSP to the customer.

Identification
Commentary
7.2. A TPP must identify itself to the ASPSP each
time it initiates a payment order, makes
an account information request, or CBPII
confirmation of funds request. As discussed
in the sections on ASPSP obligations, the RTS
establishes the use of eIDAS certificates for
identification purposes. eIDAS certificates must
be issued by a qualified trust service provider
(QTSP). There are currently no registered QTSPs
in the UK although there are some in mainland
Europe. This means that TPPs will need to obtain
a certificate from a QTSP located elsewhere in
Europe. At the time of writing, there is still some
difficulty, even within the rest of Europe, for
TPPs to obtain an e-IDAS certificate. Part of the
delay is because of the continued uncertainty
over the interpretation of the requirements.
Furthermore, discussions are still being held
within the industry on the impact Brexit will
have on the ability to use QTSPs based in other
parts of Europe. The FCA have been pragmatic
in their approach and have agreed that “similar”

Use of authentication procedures provided by the
ASPSP to the customer
7.3. PISPs and AISPs must be able to rely on the
authentication procedures provided by ASPSPs
to a customer. AISPs and PISPs are required to
ensure that the customer’s personalised security
credentials are not accessible to other parties
(other than the issuer of the personalised
security credentials, which is likely to be the
ASPSP) and that they, and any authentication
codes, are transmitted through safe and efficient
channels.
7.4. If the contingency mechanism is deployed
and AISPs/PISPs rely on the customer’s
authentication procedures, they must:
• take steps to ensure they do not access,
store or process data for purposes other
than the provision of their services to the
customer;
• continue to comply with their obligations
under PSD2;
• log the data accessed through the
contingency mechanism interface (this log
may need to be provided to the FCA upon
request);
• justify their use of the contingency
mechanism interface to the FCA upon
request; and
• inform the ASPSP of the use of the
contingency mechanism interface.
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Security of communication session

8.

UK Finance

Data exchanges
Principle

Principle

8.1. AISPs are also subject to access restrictions in
that they may only access information from
designated payment accounts when either the
customer is actively requesting such information
or if the customer is not actively requesting
information, no more than four times in a
24 hour period, unless a higher frequency is
agreed between the AISP and ASPSP (with the
customer’s consent).

7.5. In the interests of security, TPPs must keep
access sessions as short as possible and
actively terminate the session when the action
requested by the customer has been completed.
If any TPP sessions are run in parallel with
customer sessions established then these must
be securely linked to ensure no messages or
information are misrouted.
Commentary
7.6. Data exchanged between ASPSPs and TPPs and
between TPPs and customers should be securely
encrypted to safeguard its confidentiality and
integrity, using strong and widely recognised
encryption techniques. This encryption
should last for the time that the parties are
communicating. For example, this requirement
could be met by TPPs communicate data using a
QWAC.
7.7. Ensuring secure communication sessions will
involve using clear references to distinguish
different requests from the customer.
7.8. Any communication of personalised security
credentials and authentication codes must not
be readable by any staff of a TPP involved in
the communication session. If confidentiality
is compromised, then the TPP involved must
immediately inform the customer.
7.9. In the interests of security, TPPs must keep
access sessions as short as possible and
actively terminate the session when the action
requested by the customer has been completed.
7.10. Any dispute about the security of the
communication session would need to be
resolved by the relevant parties as it is not
within the scope of these RTS.

9.

Commentary
9.1.

In our view, the limit on access within a 24 hour
period is a hard limit which must be enforced
by ASPSPs and AISPs as both are under an
obligation to communicate securely and provide
access in accordance with the RTS. However,
given AISPs have the right to access in only the
specific circumstances, we expect them to take
the bulk of responsibility or compliance with
this requirement.

9.2. Where information is provided in data sets or
clusters, a request will be counted on the basis
of communication sessions. This means that
if an AISP has customer consent to access 4
data sets, it can request all 4 data sets in one
communication session or it may ask for two
data sets and come back at a later time and in a
separate session to access the other two. In this
latter situation, this would count as two access
requests. However, should the AISP ask for two
data sets and then within the same session ask
for the other two data sets, this would only
count as one access request.

